Crime and Corruption

1 EDITION

Sam Vaknin, Ph.D.

Editing and Design:
Lidija Rangelovska

Lidija Rangelovska
A Narcissus Publications Imprint, Skopje 2003

First published by United Press International — UPI
Not for Sale! Non-commercial edition.



© 2002 Copyright Lidija Rangelovska.

All rights reserved. This book, or any part thereofly not be used or reproduced in
any manner without written permission from:

Lidija Rangelovska — write to:

palma@unet.com.mér to

vaknin@Ilink.com.mk

Visit the Author Archive of Dr. Sam Vaknin in "Ceat Europe Review":
http://www.ce-review.org/authorarchives/vaknin_avelfvaknin_main.html

Visit Sam Vaknin's United Press International (URfjicle Archive -Click HERE!

ISBN: 9989-929-36-X

http://samvak.tripod.com/guide.html
http://economics.cjb.net
http://samvak.tripod.com/after.html

Created by: LIDIJA RANGELOVSKA
REPUBLIC OF MACEDONIA



VII.
VIIL

XI.
XIl.
XIII.
XIV.
XV.
XVI.
XVII.

XVIII.

XIX.
XX.

CONTENTS

Slush Funds

Corruption and Transparency

Money Laundering in a Changed World

Hawala, the Bank that Never Was

Straf — Corruption in Central and Eastern Europe
The Kleptocracies of the East

Russia’s Missing Billions

The Enrons of the East

The Typology of Financial Scandals

The Shadowy World of International Finance
Maritime Piracy

Legalizing Crime
Begging Your Trust in Africa

Organ Trafficking in east Europe
Arms Sales to Rogue States
The Industrious Spies

Russia’s Idled Spies

The Business of Torture

The Author

About "After the Rain"




Slush Funds

According to David McClintick ("Swordfish: A True
Story of Ambition, Savagery, and Betrayal”), in thte
1980's, the FBI and DEA set up dummy corporations t
deal in drugs. They funneled into these corponatet$
money from drug-related asset seizures.

The idea was to infiltrate global crime networks auot
of the money in "Operation Swordfish" may have ehde
up in the wrong pockets. Government agents andffsher
got mysteriously and filthily rich and the wholergo
affair was wound down. The GAO reported more than
$3.6 billion missing. This bit of history gave rigeat
least one blockbuster with Oscar-winner Halle Berry

Alas, slush funds are much less glamorous in yedlley
usually involve grubby politicians, pawky bankeaad
philistine businessmen - rather than glamorous érack
and James Bondean secret agents.

The Kazakh prime minister, Imanghaliy
Tasmaghambetov, freely admitted on April 4 to his
country's rubber-stamp parliament the existence$if
billion slush fund. The money was apparently skirdme
off the proceeds of the opaque sale of the Tendizld.
Remitting it to Kazakhstan - he expostulated witio&er
face - would have fostered inflation. So, the coyst
president, Nazarbaev, kept the funds abroad "fermus
the event of either an economic crisis or a thi@at
Kazakhstan's security".



The money was used to pay off pension arrears97 19
and to offset the pernicious effects of the 1998
devaluation of the Russian ruble. What was left dilg
transferred to the $1.5 billion National Fund, Bid
insisted. Alas, the original money in the Fund came
entirely from another sale of oil assets to Cheytbuas
casting in doubt the official version.

The National Fund was, indeed, augmented by afeans
or two from the slush fund - but at least one efsth
transfers occurred only 11 days after the damning
revelations. Moreover, despite incontrovertibledevice
to the contrary, the unfazed premier denied that hi
president possesses multi-million dollar bank aot®u
abroad.

He later rescinded this last bit of disinformatidhe
president, he said, has no bank accounts abroaalilbut
promptly return all the money in these non-existent
accounts to Kazakhstan. These vehemently denied
accounts, he speculated, were set up by the pre'side
adversaries "for the purpose of compromising hieeia

On April 15, even the docile opposition had enoafjh
this fuzzy logic. They established a People Oiliadrto
monitor, henceforth, the regime's financial shegans.
By their calculations less than 7 percent of tltwme
from the sale of hydrocarbon fuels (c. $4-5 billion
annually) make it to the national budget.



Slush funds infect every corner of the globe, midy ¢the
more obscure and venal ones. Every secret serfiom-
the Mossad to the CIA - operates outside the sttad
budget. Slush funds are used to launder money, eshow
cronies with patronage, and bribe decision makers.
some countries, setting them up is a criminal aféeras
per the 1990 Convention on Laundering, Search ugsiz
and Confiscation of the Proceeds from Crime. Other
jurisdictions are more forgiving.

The Catholic Bishops Conference of Papua New Guinea
and the Solomon Islands issued a press releasenitbeve
last in which it welcomed the government's plans to
abolish slush funds. They described the poisoeffest

of this practice:

"With a few notable exceptions, the practice oéding
funds through politicians to district projects Heen
disastrous. It has created an atmosphere in which
corruption is thought to have flourished. It hadueed the
responsibility of public servants, without reducihegir
numbers or costs. It has been used to confusegeupl
believing public funds are the "property" of indluial
members rather than the property of the peoplegstbn
and fairly administered by the servants of the peop

The concept of 'slush-funds' has resulted in well-
documented inefficiencies and failures. There vesen
accusations made that funds were withheld fronagert
members as a way of forcing them into submission. |
seems that the era of the 'slush funds' has bskaraeful
period."



But even is the most orderly and lawful administrat
funds are liable to be mislaid. "The Economist"areed
recently about a $10 billion class-action suitdiley
native-Americans against the US government. Thdgun
supposed to be managed in trust since 1880 onflhal
half a million beneficiaries, were "either loststolen”
according to officials.

Rob Gordon, the Director of the National Wilderness
Institute accused "The US Interior Department (of)
looting the special funds that were establisheubtpfor
wildlife conservation and squandering the moneteiad
on guestionable administrative expenses, slushsfand
employee moving expenses".

Charles Griffin, the Deputy Director of the Herigag
Foundation's Government Integrity Project, charges:

"The federal budget provides numerous slush fulnals t
can be used to subsidize the lobbying and political
activities of special-interest groups."

On his list of "Top Ten Federal Programs That Aalyv
Subsidize Politics and Lobbying" are: AmeriCorpsnisr
Community Service Employment Program, Legal
Services Corporation, Title X Family Planning, Natl
Endowment for the Humanities, Market Promotion
Program, Senior Environmental Employment Program,
Superfund Worker Training, HHS Discretionary Aging
Projects, Telecomm. & Info. Infrastructure Assist@an
These federal funds alone total $1.8 billion.



"Next" and "China Times" - later joined by "The
Washington Post" - accused the former Taiwanese
president, Lee Teng-hui, of forming a $100 million
overseas slush fund intended to finance the gaitteri
information, influence-peddling, and propaganda
operations. Taiwan footed the bills trips by Cosgrenal
aides and funded academic research and think tank
conferences.

High ranking Japanese officials, among others, hzase
received payments through this stealthy venue.id.ee
alleged to have drawn $100,000 from the secretuattdo
February 1999. The money was used to pay for tichest
of a former Japanese Vice-Defense Minister Masahiro
Akiyama's at Harvard.

Ryutaro Hashimoto, the former Japanese prime nemist
was implicated as a beneficiary of the fund. Socevike
prestigious lobbying firm, Cassidy and Associates a
assorted assistant secretaries in the Bush adratiost.

Carl Ford, Jr., currently assistant secretary atiesfor
intelligence and research, worked for Cassidy dytie
relevant period and often visited Taiwan. James$yKel
assistant secretary of state for East Asian andi®ac
Affairs enjoyed the Taiwanese largesse as wellh Bo¢
in charge of crafting America's policy on Taiwan.

John Bolton, undersecretary of state for arms obatrd
international security, admitted, during his comfation
hearings, to having received $30,000 to cover tstsoof
writing 3 research papers.



The Taiwanese government has yet to deny the news
stories.

A Japanese foreign ministry official used slushdfun
money to finance the extra-marital activities ahbelf
and many of his colleagues - often in posh hotiéésu
But this was no exception. According to Asahi Shimb
more than half of the 60 divisions of the ministry
maintained similar funds. The police and the migiate
investigating. One arrest has been made. The myiisist
accounting division has discovered these corrugpttres
twenty years ago but kept mum.

Even low-level prefectural bureaucrats and teacimers
Japan build up slush funds by faking business tips
padding invoices and receipts. Japanese citizemspg
conservatively estimated that $20 million in trasetl
entertainment expenses in the prefectures in 1%9¢ w
faked, a practice known as "kara shutcho" (i.e ptgm
business trip).

Officials of the Hokkaido Board of Education admdtto
the existence of a 100 million yen secret funda In
resulting probe, 200 out of 286 schools were foiand
maintain their own slush funds. Some of the monag w
used to support friendly politicians.

But slush funds are not a sovereign prerogative.
Multinationals, banks, corporation, religious
organizations, political parties, and even NGOlsasaay
some of their revenues and profits in undisclosed
accounts, usually in off-shore havens.



Secret election campaign slush funds are a fixture
American politics. A 2-year old bill requires disslre of
donors to such funds but the House is busy loogatsn
provisions. "The Economist” listed lately the tsomaf
scandals that engulfs Germany, both its majoripalit
parties, many of the Lander and numerous highlggula
and mid-level bureaucrats. Secret, mainly partydfu
seem to be involved in the majority of these |aifairs.

Italian firms made donations to political partibsough
slush funds, though corporate donations - providmey
are transparent - are perfectly legal in Italy.IBibte right
and, to a lesser extent, the left in France axktsdnave
managed enormous political slush funds.

President Chirac is accused of having abused $or hi
personal pleasure, one such municipal fund in Pahsn
he was its mayor. But the funds were mostly used to
provide party activists with mock jobs. Corporasgraid
kickbacks to obtain public works or local building
permits. Ostensibly, they were paying for sham
"consultancy services".

The epidemic hasn't skipped even staid Ottawahisf
Electoral Officer told Sun Media last Septembet thais
"concerned" about millions stashed away by Liberal
candidates. Sundry ministers who coveted the prime
minister's job, have raised funds covertly and phip
illegally.



On April 11, UPI reported that Spain's second-lstge
bank, Banco Bilbao Vizcaya Argentaria (BBVA), held
nearly $200 million hidden in secret offshore agusuy
"which were allegedly used to manipulate politicapay
off the 'revolutionary tax' to ETA - the Basqueosist
organization - and open the door for businesssdgeal
according to news reports."

The money may have gone to luminaries such as
Venezuela's Hugo Chavez, Peru's Alberto Fujomati an
Vladimiro Montesinos. The bank's board members
received fat, tax-free, "pensions” from the illegatounts
opened in 1987 - a total of more than $20 million.

Latin American drug money launderers - from Puerto
Rico to Colombia - may have worked through thesel$u
and the bank's clandestine entities in the Cayrslands
and Jersey. The current Spanish Secretary of ftatiee
Treasury has been the bank's tax advisor betwe@2+71.9

The "Financial Times" reported in June 2000 that, i
anticipation of new international measures to curb
corruption, "leading European arms manufacturers”
resorted to the creation of off-shore slush fuide
money is intended to bribe foreign officials to viamders
and contracts.

Kim Woo-chung, Daewoo's former chairman, is at the
center of a massive scandal involving dozens of his
company's executive, some of whom ended up inmriso
He stands accused of diverting a whopping $200kbiltd
an overseas slush fund.



A mind boggling $10 billion were alleged to havesbe
used to bribe Korean government officials and pmdihs.
But his conduct and even the scale of the fraud he
perpetrated may have been typical to Korea's past-w
incestuous relationship between politics and bgsine

In his paper "The Role of Slush Funds in the Piapar
of Corruption Mechanisms", reprinted by Transpayenc
International, Gherardo Colombo defines corporhitshs
funds thus:

"Slush funds are obtained from a joint stock conyfsan
finances, carefully managed so that the amountdved
do not appear on the balance sheet. They do not
necessarily have to consist of money, but cantalsethe
form of stocks and shares or other economicallyatale
goods (works of art, jewels, yachts, etc.) It iswgh that
they can be used without any particular difficudtythat
they can be transferred to a third party.

If a fund is in the form of money, it is not eveacessary
to refer to it outside the company accounts, sincan
appear in them in disguised form (the "accruals and
deferrals" heads are often resorted to for the qaeof
hiding slush money). In light of this, it is notalys
correct to regard it as a reserve fund that isacobunted
for in the books. Deception, trickery or forgeryvairious
kinds are often resorted to for the purpose ofrggtip a
slush fund.”



He mentions padded invoices, sham contracts,ifiasit
loans, interest accruing on holding accounts, badlack
transactions with related entities (Enron) - adiso
funnel money to the slush funds. Such funds aenafet
up to cover for illicit and illegal self-enrichment
embezzlement, or tax evasion.

Less known is the role of these furtive vehicles in
financing unfair competitive practices, such as dunm.
Clients, suppliers, and partners receive hiddeatesband
subsidies that much increase the - unreported cosa of
production.

BBVA's payments to ETA may have been a typical
payment of protection fees. Both terrorists andanized
crime put slush funds to bad use. They get paith fsach
funds - and maintain their own. Ransom payments to
kidnappers often flow through these channels.

But slush funds are overwhelmingly used to bribeugu
politicians. The fight against corruption has ba#ed
against the recipients of illicit corporate largesBut to
succeed, well-meaning international bodies, sudhas
OECD's FATF, must attack with equal zeal those who
bribe. Every corrupt transaction is between a venal
politician and an avaricious businessman. Pursiliag
one while ignoring the other is self-defeating.



Corruption and Transparency

|. The Facts

Just days before a much-awaited donor conferehee, t
influential International Crisis Group (ICG) recoranded
to place all funds pledged to Macedonia under the
oversight of a "corruption advisor" appointed bg th
European Commission. The donors ignored this almelr ot
recommendations. To appease the critics, the affabl
Attorney General of Macedonia charged a former Mari
of Defense with abuse of duty for allegedly having
channeled millions of DM to his relatives during th
recent civil war. Macedonia has belatedly passeantin
money laundering law recently - but failed, yetiagto
adopt strict anti-corruption legislation.

In Albania, the Chairman of the Albanian Sociakstrty,
Fatos Nano, was accused by Albanian media of
laundering $1 billion through the Albanian govermne
Pavel Borodin, the former chief of Kremlin Property
decided not appeal his money laundering convidgham
Swiss court. The Slovak daily "Sme" described in
scathing detail the newly acquired wealth and lavis
lifestyles of formerly impoverished HZDS politician
Some of them now reside in refurbished castlese Sth
have swimming pools replete with wine bars.

Pavlo Lazarenko, a former Ukrainian prime minister,
detained in San Francisco on money laundering elsarg
His defense team accuses the US authorities cfcbed
prosecution”.



They are quoted by Radio Free Europe as saying:

"The impetus for this prosecution comes from alieyes
made by the Kuchma regime, which itself is corramud
dedicated to using undemocratic and repressiveadsth
to stifle political opposition ... (other Ukrainiarficials)
including Kuchma himself and his closest assocjdtage
committed conduct similar to that with which Laz#te
is charged but have not been prosecuted by the U.S.
government".

The UNDP estimated, in 1997, that, even in rich,
industrialized, countries, 15% of all firms hadotay
bribes. The figure rises to 40% in Asia and 60%R ussia.

Corruption is rife and all pervasive, though many
allegations are nothing but political mud-slinging.
Luckily, in countries like Macedonia, it is confith¢o its
rapacious elites: its politicians, managers, ursivgr
professors, medical doctors, judges, journalistd,tap
bureaucrats. The police and customs are hopelessly
compromised. Yet, one rarely comes across graft and
venality in daily life. There are no false detensdas in
Russia), spurious traffic tickets (as in Latin Aioa}, or
widespread stealthy payments for public goods and
services (as in Africa).



It is widely accepted that corruption retards gtowy
deterring foreign investment and encouraging bdaain.
It leads to the misallocation of economic resouaas
distorts competition. It depletes the affected ¢otm
endowments - both natural and acquired. It demedighe
tenuous trust between citizen and state. It cagtsand
government institutions in doubt, tarnishes thérent
political class, and, thus, endangers the demacsgtitem
and the rule of law, property rights included.

This is why both governments and business show a
growing commitment to tackling it. According to
Transparency International's "Global Corruption &¢€p
2001", corruption has been successfully contained i
private banking and the diamond trade, for instance

Hence also the involvement of the World Bank arel th
IMF in fighting corruption. Both institutions are
increasingly concerned with poverty reduction tigtou
economic growth and development. The World Bank
estimates that corruption reduces the growth raéao
affected country by 0.5 to 1 percent annually. Graf
amounts to an increase in the marginal tax ratehasd
pernicious effects on inward investment as well.

The World Bank has appointed last year a Director o
Institutional Integrity - a new department that dones
the Anti-Corruption and Fraud Investigations Umtahe
Office of Business Ethics and Integrity. The Bawkpls
countries to fight corruption by providing them it
technical assistance, educational programs, armtingn



Anti-corruption projects are an integral part oégy
Country Assistance Strategy (CAS). The Bank also
supports international efforts to reduce corruptgn
sponsoring conferences and the exchange of infaymat
It collaborates closely with Transparency Interoaai,

for instance.

At the request of member-governments (such as Besni
Herzegovina and Romania) it has prepared detailed
country corruption surveys covering both the pubhd
the private sectors. Together with the EBRD, itlzhies

a corruption survey of 3000 firms in 22 transition
countries (BEEPS - Business Environment and Engsrpr
Performance Survey). It has even set up a multikihg
hotline for whistleblowers.

The IMF made corruption an integral part of its icioy
evaluation process. It suspended arrangements with
endemically corrupt recipients of IMF financingn&e
1997, it has introduced policies regarding misrapgr
abuse of IMF funds, monitoring the use of debiefeibr
poverty reduction, data dissemination, legal awmicjal
reform, fiscal and monetary transparency, and even
internal governance (e.g., financial disclosurestayf
members).

Yet, no one seems to agree on a universal defingfo
corruption. What amounts to venality in one culture
(Sweden) is considered no more than hospitalitgnor
expression of gratitude, in another (France, dy)lta
Corruption is discussed freely and forgivingly meo
place - but concealed shamefully in another. Cdioap
like other crimes, is probably seriously under-mgd and
under-penalized.



Moreover, bribing officials is often the unstatealipy of
multinationals, foreign investors, and expatriatdany of
them believe that it is inevitable if one is to edjie
matters or secure a beneficial outcome. Rich world
governments turn a blind eye, even where laws again
such practices are extant and strict.

In his address to the Inter-American DevelopmemtkBa
on March 14, President Bush promised to "rewartbnat
that root out corruption” within the framework diet
Millennium Challenge Account initiative. The USAda
pioneered global anti-corruption campaigns and is a
signatory to the 1996 IAS Inter-American Convention
against Corruption, the Council of Europe's Crirhireawv
Convention on Corruption, and the OECD's 1997 anti-
bribery convention. The USA has had a comprehensive
"Foreign Corrupt Practices Act" since 1977.

The Act applies to all American firms, to all firms
including foreign ones - traded in an American ktoc
exchange, and to bribery on American territory dnefign
and American firms alike. It outlaws the payment of
bribes to foreign officials, political parties, paofficials,
and political candidates in foreign countries. Aigr law
has now been adopted by Britain.

Yet, "The Economist” reports that the American S8
brought only three cases against listed compamts u
1997. The US Department of Justice brought an@@er
cases. Britain has persecuted successfully onlybite
officials for overseas bribery since 1889. In the
Netherlands bribery is tax deductible. Transparency
International now publishes a name and shame Briber
Payers Index to complement its 91-country strong
Corruption Perceptions Index.



Many rich world corporations and wealthy individsial
make use of off-shore havens or "special purpostesi
to launder money, make illicit payments, avoid waae
taxes, and conceal assets or liabilities. Accorttin§wiss
authorities, more than $40 billion are held by Rarss in
its banking system alone. The figure may be 5 ttirh@s
higher in the tax havens of the United Kingdom.

In a survey it conducted last month of 82 compaimes
which it invests, "Friends, Ivory, and Sime" foutint
only a quarter had clear anti-corruption manageraadt
accountability systems in place.

Tellingly only 35 countries signed the 1997 OECD
"Convention on Combating Bribery of Foreign Public
Officials in International Business Transactions" -
including four non-OECD members: Chile, Argentina,
Bulgaria, and Brazil. The convention has been rado
since February 1999 and is only one of many OEQD an
corruption drives, among which are SIGMA (Support f
Improvement in Governance and Management in Central
and Eastern European countries), ACN (Anti-Corupti
Network for Transition Economies in Europe), andlFA
(the Financial Action Task Force on Money Laundgyin

Moreover, The moral authority of those who preach
against corruption in poor countries - the offisiaf the
IMF, the World Bank, the EU, the OECD - is strairmd
their ostentatious lifestyle, conspicuous consuamptand
"pragmatic" morality.



[I. What to do? What is Being Done?

Two years ago, | proposed a taxonomy of corruption,
venality, and graft. | suggested this cumulativénikgon:

(a) The withholding of a service, information, aogls
that, by law, and by right, should have been predidr
divulged.

(b) The provision of a service, information, or gedhat,
by law, and by right, should not have been provided
divulged.

(c) That the withholding or the provision of saghsce,
information, or goods are in the power of the walder
or the provider to withhold or to provide AND Thae
withholding or the provision of said service, infwation,
or goods constitute an integral and substantidlgfahe
authority or the function of the withholder or thevider.

(d) That the service, information, or goods that ar
provided or divulged are provided or divulged agam
benefit or the promise of a benefit from the resipiand
as a result of the receipt of this specific benafithe
promise to receive such benefit.

(e) That the service, information, or goods that ar
withheld are withheld because no benefit was prexyior
promised by the recipient.



There is also what the World Bank calls "State Gagt
defined thus:

"The actions of individuals, groups, or firms, baththe
public and private sectors, to influence the fororabf
laws, regulations, decrees, and other governmditigm
to their own advantage as a result of the illioid aon-
transparent provision of private benefits to public
officials.”

We can classify corrupt and venal behaviours acegrid
their outcomes:

(a) Income Supplement- Corrupt actions whose sole
outcome is the supplementing of the income of the
provider without affecting the "real world" in anyanner.

(b) Acceleration or Facilitation Fees- Corrupt practices
whose sole outcome is to accelerate or facilitat@sibn
making, the provision of goods and services or the
divulging of information.

(c) Decision Altering Fees Bribes and promises of
bribes which alter decisions or affect them, orchhi
affect the formation of policies, laws, regulatipos
decrees beneficial to the bribing entity or person.

(d) Information Altering Fees - Backhanders and bribes
that subvert the flow of true and complete inforioat
within a society or an economic unit (for instanog,
selling professional diplomas, certificates, onpis).



(e) Reallocation Fees Benefits paid (mainly to
politicians and political decision makers) in ortieaffect
the allocation of economic resources and materéallth
or the rights thereto. Concessions, licenses, perassets
privatized, tenders awarded are all subject tdaeation
fees.

To eradicate corruption, one must tackle both garet
taker.

History shows that all effective programs sharexséh
common elements:

(a) The persecution of corrupt, high-profile, pabli
figures, multinationals, and institutions (domesina
foreign). This demonstrates that no one is abogdaiv
and that crime does not pay.

(b) The conditioning of international aid, credasd
investments on a monitored reduction in corruplewels.
The structural roots of corruption should be tadkigther
than merely its symptoms.

(c) The institution of incentives to avoid corrugstj such
as a higher pay, the fostering of civic pride, "goo
behaviour" bonuses, alternative income and pernsems,
and so on.

(d) In many new countries (in Asia, Africa, and teas
Europe) the very concepts of "private” versus "mlbl
property are fuzzy and impermissible behaviourshate
clearly demarcated. Massive investments in educatio
the public and of state officials are required.



(e) Liberalization and deregulation of the economy.
Abolition of red tape, licensing, protectionismpital
controls, monopolies, discretionary, non-public,
procurement. Greater access to information andoiqou
debate intended to foster a "stakeholder society".

(f) Strengthening of institutions: the police, thestoms,
the courts, the government, its agencies, theuthoaties
- under time limited foreign management and sugemi

Awareness to corruption and graft is growing - gloit
mostly results in lip service. The Global Coalitimn
Africa adopted anti-corruption guidelines in 1998e
otherwise opaque Asia Pacific Economic Cooperation
(APEC) forum is now championing transparency and
good governance. The UN is promoting its pet cotiwan
against corruption.

The G-8 asked its Lyon Group of senior experts on
transnational crime to recommend ways to fight
corruption related to large money flows and money
laundering. The USA and the Netherlands hostedaglob
forums on corruption - as will South Korea nextry@de
OSCE is rumored to respond with its own initiative,
collaboration with the US Congressional Helsinki
Commission.

The southeastern Europe Stability Pact sportsats o
Stability Pact Anti-corruption Initiative (SPAIt held its
first conference in September 2001 in Croatia. Mbes
1200 delegates patrticipated in the 10th Internatiémti-
Corruption Conference in Prague last year. The
conference was attended by the Czech prime mintbier
Mexican president, and the head of the Interpol.



The most potent remedy against corruption is sueshi
free, accessible, and available information dissated
and probed by an active opposition, uncompromised
press, and assertive civic organizations and NGOtbe
absence of these, the fight against official awaaind
criminality is doomed to failure. With them, it atds a
chance.

Corruption can never be entirely eliminated - batin be
restrained and its effects confined. The coopamaiio
good people with trustworthy institutions is incesigable.
Corruption can be defeated only from the insideuti
with plenty of outside help. It is a process ofsel
redemption and self-transformation. It is the real
transition.



Money Laundering in A Changed
World

Israel has always turned a blind eye to the omgifunds
deposited by Jews from South Africa to Russia. fiitaih
it is perfectly legal to hide the true ownershipaof
company. Underpaid Asian bank clerks on immigrant
work permits in the Gulf states rarely require itikgn
documents from the mysterious and well-connected
owners of multi-million dollar deposits. Hawaladars
continue plying their paperless and trust-basedktrahe
transfer of billions of US dollars around the world
American and Swiss banks collaborate with dubious
correspondent banks in off shore centres. Multometis
shift money through tax free territories in what is
euphemistically known as "tax planning". Internet
gambling outfits and casinos serve as fronts focoa
dollars. British Bureaux de Change launder up 6o 2.
billion British pounds annually. The 500 Euro notd
make it much easier to smuggle cash out of EurApe.
French parliamentary committee accuses the City of
London of being a money laundering haven in a 4@fep
report. Intelligence services cover the tracksosert
operations by opening accounts in obscure tax lsaven
from Cyprus to Nauru. Money laundering, its venaed
techniques, are an integral part of the econontiddaf
the world. Business as usual?

Not really. In retrospect, as far as money laumdggoes,
September 11 may be perceived as a watershed as
important as the precipitous collapse of communism
1989. Both events have forever altered the patigfrtise
global flows of illicit capital.



What is Money Laundering?

Strictly speaking, money laundering is the agepotitess
of disguising the illegal origin and criminal naguof
funds (obtained in sanctions-busting arms sales,
smuggling, trafficking in humans, organized crirdejg
trafficking, prostitution rings, embezzlement, ohesi
trading, bribery, and computer fraud) by movingnhe
untraceably and investing them in legitimate busses,
securities, or bank deposits. But this narrow didin
masks the fact that the bulk of money launderedas
result of tax evasion, tax avoidance, and outrigkt
fraud, such as the "VAT carousel scheme" in the EU
(moving goods among businesses in various jurisdist
to capitalize on differences in VAT rates). Taxated
laundering nets between 10-20 billion US dollansuaily
from France and Russia alone. The confluence ofical
and tax averse funds in money laundering netwarksges
to obscure the sources of both.

The Scale of the Problem

According to a 1996 IMF estimate, money laundered
annually amounts to 2-5% of world GDP (between 800
billion and 2 trillion US dollars in today's term3)e
lower figure is considerably larger than an average
European economy, such as Spain's.



The System

It is important to realize that money launderinkes
place within the banking system. Big amounts ohcae
spread among numerous accounts (sometimes in free
economic zones, financial off shore centers, ard ta
havens), converted to bearer financial instruméntmey
orders, bonds), or placed with trusts and chariliég
money is then transferred to other locations, sonest as
bogus payments for "goods and services" againstdak
inflated invoices issued by holding companies owimgd
lawyers or accountants on behalf of unnamed
beneficiaries. The transferred funds are re-assairibl
their destination and often "shipped" back to thanpof
origin under a new identity. The laundered funastaen
invested in the legitimate economy. It is a simple
procedure - yet an effective one. It results iheagitno
paper trail - or too much of it. The accounts asariably
liquidated and all traces erased.

Why is it a Problem?

Criminal and tax evading funds are idle and non-
productive. Their injection, however surreptitioyshto
the economy transforms them into a productive (and
cheap) source of capital. Why is this negative?

Because it corrupts government officials, banks thed
officers, contaminates legal sectors of the economy
crowds out legitimate and foreign capital, makeseyo
supply unpredictable and uncontrollable, and irsgea
cross-border capital movements, thereby enhanbig t
volatility of exchange rates.



A multilateral, co-ordinated, effort (exchange of
information, uniform laws, extra-territorial legabwers)
Is required to counter the international dimensioins
money laundering. Many countries opt in becauseayon
laundering has also become a domestic political and
economic concern. The United Nations, the Bank for
International Settlements, the OECD's FATF, the &b,
Council of Europe, the Organisation of Americant&ta
all published anti-money laundering standards. &sgi
groupings were formed (or are being establishethen
Caribbean, Asia, Europe, southern Africa, westeinca,
and Latin America.

Money Laundering in the Wake of the September 11
Attacks

Regulation

The least important trend is the tightening of ficial
regulations and the establishment or enhancement of
compulsory (as opposed to industry or voluntary)
regulatory and enforcement agencies.

New legislation in the US which amounts to extegdime
powers of the CIA domestically and of the DOJ extra
territorially, was rather xenophobically descrilimda

DQOJ official, Michael Chertoff, as intended to "neasure
the American banking system does not become a haven
for foreign corrupt leaders or other kinds of fgrei
organized criminals." Privacy and bank secrecy |aaxge
been watered down.



Collaboration with off shore "shell" banks has been
banned. Business with clients of correspondent bards
curtailed. Banks were effectively transformed ilate
enforcement agencies, responsible to verify bath th
identities of their (foreign) clients and the saiend
origin of their funds. Cash transactions were partl
criminalized. And the securities and currency tngdi
industry, insurance companies, and money transfer
services are subjected to growing scrutiny as awoifor
"dirty cash".

Still, such legislation is highly ineffective. Tianerican
Bankers' Association puts the cost of compliandé tiie
laxer anti-money-laundering laws in force in 1998@
billion US dollars - or more than 10 million US ok per
obtained conviction. Even when the system does work
critical alerts drown in the torrent of reports rdated by
the regulations. One bank actually reported a sias
transaction in the account of one of the Septerhber
hijackers - only to be ignored.

The Treasury Department established Operation Green
Quest, an investigative team charged with monitprin
charities, NGO's, credit card fraud, cash smuggling
counterfeiting, and the Hawala networks. This is no
without precedent. Previous teams tackled drug mmone
the biggest money laundering venue ever, BCCI (Bdnk
Credit and Commerce International), and ... Al Geagpo
The more veteran, New-York based, El-Dorado anti
money laundering Task Force (established in 19912) w
lend a hand and share information.



More than 150 countries promised to co-operate thigh
US in its fight against the financing of terrorisr@l of
which (including the Bahamas, Argentina, Kuwait,
Indonesia, Pakistan, Switzerland, and the EU) dgtua
froze assets of suspicious individuals, suspedtadttes,
and dubious firms, or passed new anti money laumgler
laws and stricter regulations (the Philippines, e
Germany). A tabled EU directive would force lawytrs
disclose incriminating information about their clis'
money laundering activities. Pakistan initiatedaydlty
scheme", awarding expatriates who prefer officailp
channels to the much maligned (but cheaper and more
efficient) Hawala, with extra baggage allowance and
special treatment in airports.

The magnitude of this international collaboratien i
unprecedented. But this burst of solidarity mayfgee.
China, for instance, refuses to chime in. As altethe
statement issued by APEC last week on measurdsro s
the finances of terrorism was lukewarm at best.,And
protestations of close collaboration to the coptr&audi
Arabia has done nothing to combat money laundering
"Islamic charities" (of which it is proud) on itsrtitory.

Still, a universal code is emerging, based on thekwf
the OECD's FATF (Financial Action Task Force) since
1989 (its famous "40 recommendations”) and on the
relevant UN conventions. All countries are expedigd
the West, on pain of possible sanctions, to adopt a
uniform legal platform (including reporting on si@pus
transactions and freezing assets) and to appdyal t
types of financial intermediaries, not only to bankhis
is likely to result in ...



The decline of off shore financial centres and tax
havens

By far the most important outcome of this new-faagl
juridical homogeneity is the acceleration of thelohe of
off shore financial and banking centres and taxehay
The distinction between off-shore and on-shore will
vanish. Of the FATF's "name and shame" blacklist®f
"black holes" (poorly regulated territories, indiogl
Israel, Indonesia, and Russia) - 11 have subsligntia
revamped their banking laws and financial regukator
Coupled with the tightening of US, UK, and EU |asvsd
the wider interpretation of money laundering tdunie
political corruption, bribery, and embezzlemerttist
would make life a lot more difficult for venal pttians
and major tax evaders. The likes of Sani Abacha (la
President of Nigeria), Ferdinand Marcos (late Fiersi of
the Philippines), Vladimiro Montesinos (former, now
standing trial, chief of the intelligence servicé$eru),
or Raul Salinas (the brother of Mexico's President)
would have found it impossible to loot their cougdrto
the same disgraceful extent in today's financial
environment. And Osama bin Laden would not havebee
able to wire funds to US accounts from the SudaAése
Shamal Bank, the "correspondent” of 33 Americarkban

Quo Vadis, Money Laundering?

Crime is resilient and fast adapting to new ressiti
Organized crime is in the process of establishing a
alternative banking system, only tangentially carteé to
the West's, in the fringes, and by proxy.



This is done by purchasing defunct banks or banking
licences in territories with lax regulation, casioeomies,
corrupt politicians, no tax collection, but reasolea
infrastructure. The countries of Eastern Europe -
Yugoslavia (Montenegro and Serbia), Macedonia,
Ukraine, Moldova, Belarus, Albania, to mention & fe
are natural targets. In some cases, organized csiste
all-pervasive and local politicians so corrupt ttiet
distinction between criminal and politician is spus.

Gradually, money laundering rings move their operet
to these new, accommodating territories. The largttle
funds are used to purchase assets in intentiobattshed
privatizations, real estate, existing businessas ta
finance trading operations. The wasteland thatistéin
Europe craves private capital and no questionasited
by investor and recipient alike.

The next frontier is cyberspace. Internet bankintgrnet
gambling, day trading, foreign exchange cyber
transactions, e-cash, e-commerce, fictitious inagiof
the launderer's genuine credit cards - hold thenm®e of
the future. Impossible to track and monitor, exterial,
totally digital, amenable to identity theft and éak
identities - this is the ideal vehicle for moneyrderers.

This nascent platform is way too small to accomn®da
the enormous amounts of cash laundered daily intren
years time, it may. The problems is likely to be
exacerbated by the introduction of smart cardsteleic
purses, and payment-enabled mobile phones.



In its "Report on Money Laundering Typologies"
(February 2001) the FATF was able to document @iacr
and suspected abuses of online banking, Intersatias
and web-based financial services. It is difficolidentify

a customer and to get to know it in cyberspace,tivas
alarming conclusion. It is equally complicated sbadblish
jurisdiction.

Many capable professionals - stockbrokers, lawyers,
accountants, traders, insurance brokers, reakesg@nts,
sellers of high value items such as gold, diamoadd,art
- are employed or co-opted by money laundering
operations. Money launderers are likely to makecased
use of global, around the clock, trading in foreign
currencies and derivatives. These provide inst@uas
transfer of funds and no audit trail. The undedyin
securities involved are susceptible to market maatpn
and fraud. Complex insurance policies (with thedwg”
beneficiaries), and the securitization of receieabl
leasing contracts, mortgages, and low grade bards a
already used in money laundering schemes. In genera
money laundering goes well with risk arbitraginggincial
instruments.

Trust-based, globe-spanning, money transfer systems
based on authentication codes and generations of
commercial relationships cemented in honour anddto
are another wave of the future. The Hawala and €3ain
networks in Asia, the Black Market Peso Exchange
(BMPE) in Latin America, other evolving courier 1S
in Eastern Europe (mainly in Russia, Ukraine, and
Albania) and in Western Europe (mainly in Franceé an
Spain).



In conjunction with encrypted e-mail and web
anonymizers, these networks are virtually impergra
As emigration increases, diasporas established, and
transport and telecommunications become ubiquitous,
"ethnic banking" along the tradition of the Lombsahd
the Jews in medieval Europe may become the the
preferred venue of money laundering. Septemberdyl m
have retarded world civilization in more than oreyw



Hawala, or the Bank that Never
Was

I. OVERVIEW

In the wake of the September 11 terrorist attackghe
USA, attention was drawn to the age-old, secretine,
globe-spanning banking system developed in Asia and
known as "Hawala" (to change, in Arabic). It is&doen a
short term, discountable, negotiable, promissotg Kior
bill of exchange) called "Hundi". While not limited
Moslems, it has come to be identified with "Islamic
Banking".

Islamic Law (Sharia'a) regulates commerce and @iean
the Figh Al Mua'malat, (transactions amongst people
Modern Islamic banks are overseen by the Shari'a
Supervisory Board of Islamic Banks and Institutions
("The Shari'a Committee").

The Shi'a "Islamic Laws according to the Fatawa of
Ayatullah al Uzama Syed Ali al-Husaini Seestanis bas
to say about Hawala banking:

"2298. If a debtor directs his creditor to collebis debt
from the third person, and the creditor accepts the
arrangement, the third person will, on completiori all
the conditions to be explained later, become thétde.
Thereatfter, the creditor cannot demand his debtrrdhe
first debtor."



The prophet Muhammad (a cross border trader ofgood
and commodities by profession) encouraged the free
movement of goods and the development of markets.
Numerous Moslem scholars railed against hoardinlg an
harmful speculation (market cornering and maniparat
known as "Gharar"). Moslems were the first to use
promissory notes and assignment, or transfer afsdea
bills of exchange ("Hawala"). Among modern banking
instruments, only floating and, therefore, uncertai
interest payments ("Riba" and "Jahala"), futurestreets,
and forfeiting are frowned upon. But agile Mosleaders
easily and often circumvent these religious restms by
creating "synthetic Murabaha (contracts)" identtocal
Western forward and futures contracts. Actuallg, only
allowed transfer or trading of debts (as distinotf the
underlying commodities or goods) is under the Hawal

"Hawala" consists of transferring money (usuallsoas
borders and in order to avoid taxes or the neduxlibe
officials) without physical or electronic transfafrfunds.
Money changers ("Hawaladar") receive cash in one
country, no questions asked. Correspondent hawalada
another country dispense an identical amount (minus
minimal fees and commissions) to a recipient @&s le
often, to a bank account. E-mail, or letter ("Huindi
carrying couriers are used to convey the necessary
information (the amount of money, the date it ltabd
paid on) between Hawaladars. The sender proviaes th
recipient with code words (or numbers, for instatiee
serial numbers of currency notes), a digital entagp
message, or agreed signals (like handshakes),usdit
to retrieve the money. Big Hawaladars use a chiain o
middlemen in cities around the globe.



But most Hawaladars are small businesses. Theialdaw
activity is a sideline or moonlighting operatio@Hits"
(verbal agreements) substitute for certain writesords.
In bigger operations there are human "memorizersy w
serve as arbiters in case of dispute. The Hawalzsy
requires unbounded trust. Hawaladars are often raemb
of the same family, village, clan, or ethnic grolips a
system older than the West. The ancient Chinesehead
own "Hawala" - "fei gian" (or "flying money"). Arab
traders used it to avoid being robbed on the SdkdR
Cheating is punished by effective ex-communicasiod
"loss of honour" - the equivalent of an economiatte
sentence. Physical violence is rarer but not uthefr
Violence sometimes also erupts between money esupi
and robbers who are after the huge quantities ysipal
cash sloshing about the system. But these, tooaese
events, as rare as bank robberies. One resulisof th
effective social regulation is that commodity tresdie
Asia shift hundreds of millions of US dollars peade
based solely on trust and the verbal commitmettieif
counterparts.

Hawala arrangements are used to avoid customssdutie
consumption taxes, and other trade-related levies.
Suppliers provide importers with lower prices oaith
invoices, and get paid the difference via Hawala.
Legitimate transactions and tax evasion consttheeoulk
of Hawala operations. Modern Hawala networks enterge
in the 1960's and 1970's to circumvent official an
gold imports in Southeast Asia and to facilitate th
transfer of hard earned wages of expatriates io the
families ("home remittances") and their convansab
rates more favourable (often double) than the
government's.



Hawala provides a cheap (it costs c. 1% of the anhou
transferred), efficient, and frictionless altermatto
morbid and corrupt domestic financial institutiohss
Western Union without the hi-tech gear and the lexant
transfer fees.

Unfortunately, these networks have been hijacked an
compromised by drug traffickers (mainly in Afgaiaist
and Pakistan), corrupt officials, secret servicasney
launderers, organized crime, and terrorists. Pakist
Hawala networks alone move up to 5 billion US dslla
annually according to estimates by Pakistan's Nenisf
Finance, Shaukut Aziz. In 1999, Institutional Inees
Magazine identified 1100 money brokers in Pakistac
transactions that ran as high as 10 million USadisl|
apiece. As opposed to stereotypes, most Hawalaonetw
are not controlled by Arabs, but by Indian and Biai
expatriates and immigrants in the Gulf. The Hawala
network in India has been brutally and ruthlessly
demolished by Indira Ghandi (during the emergency
regime imposed in 1975), but Indian nationals ptaly a
big part in international Hawala networks. Similar
networks in Sri Lanka, the Philippines, and Bangtid
have also been eradicated.

The OECD's Financial Action Task Force (FATF) says
that:

"Hawala remains a significant method for large
numbers of businesses of all sizes and individuals
repatriate funds and purchase gold.... It is favad
because it usually costs less than moving fundsotigh
the banking system, it operates 24 hours per dag an
every day of the year, it is virtually completebiiable,
and there is minimal paperwork required.”



(Organisation for Economic Co-Operation and
Development (OECD), "Report on Money Laundering
Typologies 1999-2000," Financial Action Task Force,
FATF-XI, February 3, 2000, at
http://www.oecd.org/fatf/pdf/TY2000_en.pdf

Hawala networks closely feed into Islamic banks
throughout the world and to commodity trading iru®o
Asia. There are more than 200 Islamic banks iS4
alone and many thousands in Europe, North and South
Africa, Saudi Arabia, the Gulf states (especiallyhe free
zone of Dubai and in Bahrain), Pakistan, Malaysia,
Indonesia, and other South East Asian countriegshBy
end of 1998, the overt (read: tip of the icebeia)ilities
of these financial institutions amounted to 148dml US
dollars. They dabbled in equipment leasing, rettes
leasing and development, corporate equity, and
trade/structured trade and commodities financirsgilly
in consortia called "Mudaraba").

While previously confined to the Arab peninsula amd
south and east Asia, this mode of traditional baapki
became truly international in the 1970's, followithg
unprecedented flow of wealth to many Moslem nations
due to the oil shocks and the emergence of thenAsia
tigers. Islamic banks joined forces with corponasip
multinationals, and banks in the West to finande oi
exploration and drilling, mining, and agribusinegany
leading law firms in the West (such as Norton Rose,
Freshfields, Clyde and Co. and Clifford Chance)ehav
"Islamic Finance" teams which are familiar withaisl-
compatible commercial contracts.



II. HAWALA AND TERRORISM

Recent anti-terrorist legislation in the US and the
allows government agencies to regularly superviek a
inspect businesses that are suspected of beimptafdr
the "Hawala" banking system, makes it a crime to
smuggle more than $10,000 in cash across USA tmrder
and empowers the Treasury secretary (and its FHislanc
Crimes Enforcement Network - FInCEN) to tighten
record-keeping and reporting rules for banks andrcial
institutions based in the USA. A new inter-agenoyeign
Terrorist Asset Tracking Center (FTAT) was setAp.
1993 moribund proposed law requiring US-based
Halawadar to register and to report suspicioussaeations
may be revived. These relatively radical measwfisat
the belief that the al-Qaida network of Osama kadén
uses the Hawala system to raise and move fundssacro
national borders. A Hawaladar in Pakistan (Dihal)Sh
was identified as the financier in the attackshon t
American embassies in Kenya and Tanzania in 1998.

But the USA is not the only country to face tersari
financed by Hawala networks.

A few months ago, the Delhi police, the Indian
government's Enforcement Directorate (ED), and the
Military Intelligence (MI) arrested six Jammu Kasinm
Islamic Front (JKIF) terrorists. The arrests ledie
exposure of an enormous web of Hawala institutions
Delhi, aided and abetted, some say, by the 1S&i(Int
Services Intelligence, Pakistan's security seryicdse
Hawala network was used to funnel money to tertroris
groups in the disputed Kashmir Valley.



Luckily, the common perception that Hawala finagcs
paperless is wrong. The transfer of informatiorardgng
the funds often leaves digital (though heavily gptad)
trails. Couriers and "contract memorizers", goldldes,
commodity merchants, transporters, and moneylenders
can be apprehended and interrogated. Written, phlysi
letters are still the favourite mode of communigati
among small and medium Hawaladars, who also
invariably resort to extremely detailed single gntr
bookkeeping. And the sudden appearance and
disappearance of funds in bank accounts still ha\e
explained. Moreover, the sheer scale of the amounts
involved entails the collaboration of off shore kaand
more established financial institutions in the W&sich
flows of funds affect the local money markets inatand
are instantaneously reflected in interest ratesgethto
frequent borrowers, such as wholesalers. Spendidg a
consumption patterns change discernibly after such
influxes. Most of the money ends up in prime wdréhks
behind flimsy business facades. Hackers in Germany
claimed (without providing proof) to have infiltest
Hawala-related bank accounts.

The problem is that banks and financial institusierand
not only in dodgy offshore havens ("black holestha
lingo) - clam up and refuse to divulge informatadrout
their clients. Banking is largely a matter of fiegrust
between bank and customer and tight secrecy. Bauaker
reluctant to undermine either. Banks use mainframe
computers which can rarely be hacked through cpaeers
and can be compromised only physically in close co-
operation with insiders. The shadier the bank ntioge
formidable its digital defenses.



The use of numbered accounts (outlawed in Audbia,
instance, only recently) and pseudonyms (still fixbasn
Lichtenstein) complicates matters. Bin Laden's ant®
are unlikely to bear his name. He has collaborators

Hawala networks are often used to launder monetg or
evade taxes. Even when employed for legitimate
purposes, to diversify the risk involved in thenster of
large sums, Hawaladars apply techniques borrowsd fr
money laundering. Deposits are fragmented and wared
hundreds of banks the world over ("starburst").
Sometimes, the money ends up in the account oihorig
("boomerang").

Hence the focus on payment clearing and settlement
systems. Most countries have only one such sygtem,
repository of data regarding all banking (and nmust-
banking) transactions in the country. Yet, even thia
partial solution. Most national systems maintaicores
for 6-12 months, private settlement and clearirgjesys
for even less.

Yet, the crux of the problem is not the Hawalahar t
Hawaladars. The corrupt and inept governments @ As
are to blame for not regulating their banking siystefor
over-regulating everything else, for not fostering
competition, for throwing public money at bad dedotsl
at worse borrowers, for over-taxing, for robbingple of
their life savings through capital controls, foari@g at
the delicate fabric of trust between customer aartkb
(Pakistan, for instance, froze all foreign exchange
accounts two years ago). Perhaps if Asia had readpn
expedient, reasonably priced, reasonably regulatsst;
friendly banks - Osama bin Laden would have found i
impossible to finance his mischief so invisibly.



Straf - Corruption in Central and
Eastern Europe

The three policemen barked "straf", "straf" in wmslt
was a Russianized version of the German word foe"f
and a euphemism for bribe. | and my fiancée were
stranded in an empty ally at the heart of Moscow,
physically encircled by these young bullies, anmous
propinquity. They held my passport ransom and bégan
drag me to a police station nearby. We paid.

To do the fashionable thing and to hold the moigth h
ground is rare. Yet, denouncing corruption andtfrgghit
satisfies both conditions. Such hectoring is uguake
preserve of well-heeled bureaucrats, driving wtilit
vehicles and banging away at wireless laptops. The
General Manager of the IMF makes 400,000 US dodlars
year, tax-free, and perks. This is the equivalé2; 800
(") monthly salaries of a civil servant in Maced®nrior
7,000 monthly salaries of a teacher or a doctor in
Yugoslavia, Moldova, Belarus, or Albania. He flady
first class and each one of his air tickets is tvtine bi-
annual income of a Macedonian factory worker. His
shareholders - among them poor and developing deant
- are forced to cough up these exorbitant fees@nd
finance the luxurious lifestyle of the likes of Kehand
Wolfensohn. And then they are made to listen talhie
lecture them on belt tightening and how uncompetiti
their economies are due to their expensive labangef
To me, such a double standard is the epitome of
corruption. Organizations such as the IMF and World
Bank will never be possessed of a shred of moral
authority in these parts of the world unless and they
forgo their conspicuous consumption.



Yet, corruption is not a monolithic practice. Noe &s
outcomes universally deplorable or damaging. Oneldvo
do best to adopt a utilitarian and discerning appinao it.
The advent of moral relativism has taught us thght"
and "wrong" are flexible, context dependent anducat
sensitive yardsticks.

What amounts to venality in one culture (Sloversa)
considered no more than gregariousness or hospitali
another (Macedonia).

Moreover, corruption is often "imported” by
multinationals, foreign investors, and expatss It i
introduced by them to all levels of governmentsgoin
order to expedite matters or secure a beneficiaionoe.
To eradicate corruption, one must tackle both garet
taker.

Thus, we are better off asking "cui bono" thant'the
right thing to do". Phenomenologically, "corruptios a
common - and misleading - label for a group of
behaviours. One of the following criteria must appl

(a) The withholding of a service, information, arogls
that, by law, and by right, should have been predidr
divulged.

To have a phone installed in Russia one must op@itg
the installer (according to a rather rigid tariff).many of
the former republics of Yugoslavia, it is impossild
obtain statistics or other data (the salaries nicsgublic
officeholders, for instance) without resorting iokbacks.



(b) The provision of a service, information, or gedhat,
by law, and by right, should not have been provided
divulged.

Tenders in the Czech Republic are often won through
bribery. The botched privatizations all over thenier
Eastern Bloc constitute a massive transfer of \wealt
select members of a nomenklatura. Licences and
concessions are often granted in Bulgaria andesteof
the Balkan as means of securing political alleggamic
paying off old political "debts".

(c) That the withholding or the provision of saghsce,
information, or goods are in the power of the walder
or the provider to withhold or to provide AND Thae
withholding or the provision of said service, infwation,
or goods constitute an integral and substantidlgfahe
authority or the function of the withholder or thevider.

The post-communist countries in transition are a
dichotomous lot. On the one hand, they are intgresad
stiflingly bureaucratic. On the other hand, nonéhef
institutions functions properly or lawfully. Whitbese
countries are LEGALISTIC - they are never LAWFUL.
This fuzziness allows officials in all ranks to gsu
authority, to trade favours, to forge illegal comses and
to dodge criticism and accountability. There isreat
line between lack of transparency and venalitynEra
Fraenkel of Search for Common Ground in Macedonia
has coined the phrase "ambient corruption” to caphis
complex of features.



(d) That the service, information, or goods that ar
provided or divulged are provided or divulged agam
benefit or the promise of a benefit from the resipiand
as a result of the receipt of this specific benafithe
promise to receive such benefit.

It is wrong to assume that corruption is necessanil
even mostly, monetary or pecuniary. Corruptionustb
on mutual expectations. The reasonable expectafian
future benefit is, in itself, a benefit. Accesd|uence
peddling, property rights, exclusivity, licencesymits, a
job, a recommendation - all constitute benefits.

(e) That the service, information, or goods that ar
withheld are withheld because no benefit was prexvior
promised by the recipient.

Even then, in CEE, we can distinguish between a few
types of corrupt and venal behaviours in accordavitte
their OUTCOMES (utilities):

(@) Income Supplement
Corrupt actions whose sole outcome is the supplénten

of the income of the provider without affecting theal
world" in any manner.



Though the perception of corruption itself is a atege
outcome - it is so only when corruption does not
constitute an acceptable and normative part oplingng
field. When corruption becomes institutionalisetlalso
becomes predictable and is easily and seamlessly
incorporated into decision making processes of all
economic players and moral agents. They develop "by
passes" and "techniques” which allow them to restor
efficient market equilibrium. In a way, all-pervasi
corruption is transparent and, thus, a form of tiaxa

This is the most common form of corruption exerdibg
low and mid-ranking civil servants, party hacks and
municipal politicians throughout the CEE.

More than avarice, the motivating force here isshe
survival. The acts of corruption are repetitiveystured
and in strict accordance with an un-written teaifid code
of conduct.

(b) Acceleration Fees

Corrupt practices whose sole outcome is to
ACCELERATE decision making, the provision of goods
and services or the divulging of information. Narig¢he
outcomes or the utility functions are altered. Othly
speed of the economic dynamics is altered. Thid &in
corruption is actually economically BENEFICIAL.i a
limited transfer of wealth (or tax) which increases
efficiency. This is not to say that bureaucracied @enal
officialdoms, over-regulation and intrusive polgic
involvement in the workings of the marketplace goed
(efficient) things.



They are not. But if the choice is between a slow,
obstructive and passive-aggressive civil serviakan
more forthcoming and accommodating one (the regult
bribery) - the latter is preferable.

Acceleration fees are collected mostly by mid-ragki
bureaucrats and middle rung decision makers in thath
political echelons and the civil service.

(c) Decision Altering Fees

This is where the line is crossed from the pointiefv of
aggregate utility. When bribes and promises ofdwib
actually alter outcomes in the real world - a s
optimal allocation of resources and distributiomadans

of production is obtained. The result is a falthe general
level of production. The many is hurt by the feweT
economy is skewed and economic outcomes are aidtort
This kind of corruption should be uprooted on taiiian
grounds as well as on moral ones.

(d) Subversive Outcomes

Some corrupt collusions lead to the subversiomefiiow
of information within a society or an economic unit
Wrong information often leads to disastrous outceme
Consider a medical doctor or an civil engineer Wwhbed
their way into obtaining a professional diploma.

Human lives are at stake. The wrong informatiorthia
case is the professional validity of the diplomesn¢ed
and the scholarship (knowledge) that such certda
stand for. But the outcomes are lost lives. Thisllof
corruption, of course, is by far the most damaging.



Unfortunately, it is widespread in CEE. It is pradfthe
collapse of the social treaty, of social solidagtd of the
fraying of the social fabric.

No Western country accepts CEE diplomas without
further accreditation, studies and examinationsayMa
"medical doctors" and "engineers" who emigrated to
Israel from Russia and the former republics of WIESR -
were suspiciously deficient professionally. Isnaabk
forced to re-educate them prior to granting thellmemce
to practice locally.

(e) Reallocation Fees

Benefits paid (mainly to politicians and politiccision
makers) in order to affect the allocation of ecormm
resources and material wealth or the rights thereto
Concessions, licences, permits, assets privatiseders
awarded are all subject to reallocation fees. Hweze
damage is materially enormous (and visible) butabee
it is widespread, it is "diluted” in individual t@s. Still, it
is often irreversible (like when a sold asset igppgefully
under-valued) and pernicious. a factory sold taiaiaus
and criminally minded managers is likely to collesd
leave its workers unemployed.

Corruption pervades daily life even in the prim arfign
hectoring countries of the West. It is a win-wimga(as
far as Game Theory goes) - hence its attractionai§all
corrupt to varying degrees. But it is wrong and tehs -
really, counterproductive - to fight corruption@EE in a
wide front and indiscriminately.



It is the kind of corruption whose evil outcomesvaeeigh
its benefits that should be fought. This fine (dhdred)
distinction is too often lost on decision makerd &aw
enforcement agencies in both East and West.

ERADICATING CORRUPTION

An effective program to eradicate corruption muastude
the following elements:

(a) Egregiously corrupt, high-profile, public figs,
multinationals, and institutions (domestic and igneg
must be singled out for harsh (legal) treatmenttand
demonstrate that no one is above the law and timéc
does not pay.

(b) All international aid, credits, and investmentsst be
conditioned upon a clear, performance-based, plan t
reduce corruption levels and intensity. Such a plaould
be monitored and revised as needed. Corruptiordseta
development and produces instability by undermininey
credentials of democracy, state institutions, dued t
political class. Reduced corruption is, therefarejajor
target of economic and institutional developmental.

(c) Corruption cannot be reduced only by punitive
measures. A system of incentives to avoid corrapthist
be established. Such incentives should includglaehni
pay, the fostering of civic pride, educational camps,
"good behaviour" bonuses, alternative income and
pension plans, and so on.



(d) Opportunities to be corrupt should be minimibgd
liberalizing and deregulating the economy. Red tape
should be minimized, licensing abolished, inteiorzei
trade freed, capital controls eliminated, compamtiti
introduced, monopolies broken, transparent public
tendering be made mandatory, freedom of information
enshrined, the media should be directly supporeithé®
international community, and so on. Deregulatioousth
be a developmental target integral to every progsam
international aid, investment, or credit provision.

(e) Corruption is a symptom of systemic instituibn
failure. Corruption guarantees efficiency and faatle
outcomes. The strengthening of institutions isrdfoal
importance. The police, the customs, the courts, th
government, its agencies, the tax authoritiesstae
owned media - all must be subjected to a massive
overhaul. Such a process may require foreign
management and supervision for a limited periotinoé.
It most probably would entail the replacement ofstraf
the current - irredeemably corrupt - personnekduld
need to be open to public scrutiny.

(f) Corruption is a symptom of an all-pervasive se=nf
helplessness. The citizen (or investor, or firndide
dwarfed by the overwhelming and capricious powérs o
the state. It is through corruption and venalitgtitine
balance is restored. To minimize this imbalancéemimal
participants in corrupt dealings must be made ¢btfeat
they are real and effective stakeholders in tragieties.

A process of public debate coupled with transparemd
the establishment of just distributive mechanisnisge

a long way towards rendering corruption obsolete.
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The process of transition from communism to caigital
was largely hijacked either by outright criminats i
budding outfits of organized crime - or by pernigand
all-pervasive kleptocracies: politicians and poéti
parties bent on looting the state and suppreshimg t
opposition, sometimes fatally.



In the past 13 years, industrial production in the
economies in transition tumbled in real terms byeno
than 60 percent. The monthly salary in the pooitsr b
equals the daily wage of a skilled German indulstria
worker, or one seventh the European Union's average
Gross domestic product per capita is less thartlorde
the EU's. Infrastructure, internal and export mezkstate
institutions - all crumbled with dizzying speed.

In some countries - not the least Russia - pria#itn
amounted to a mass transfer of assets to croneges an
insiders, often well-connected members of the comstu
nomenclature: managers, members of the securiycesr
and other penumbral figures. Laws were passed and
institutions tweaked to reflect the special intesed these
groupings.

"Classical" forms of crime flourished throughoue th
benighted region. Prostitution, gambling, drugs,
smuggling, kidnapping, organ trafficking and other
varieties of delinquency yielded to their perpetrat
billions of dollars annually. In the impoverished
economies of the east, these fantastic revenaemedéred
through off shore accounts - were leveraged byinata
to garner political favors, to buy into legitimadtasinesses
and to infiltrate civil society.

None of this is new to Western publics. Rogues and
“robber barons" have always doubled as entrepreneur
The oil, gaming and railways industries in Amerifca,
instance, owe their existence to dubious persomads a
questionable practices. Well into the 17th centthrg,
British sovereign maintained a monopoly on chantgri
businesses and awarded the coveted licenses 1o loya
servants and obsequious sycophants.



Still, the ubiquity of crime in east Europe andrigach are
unprecedented in European annals. In the void-like
interregnum between centrally planned and free atark
economies only criminals, politicians, managers, an
employees of the security services were positidoed
benefit from the upheaval.

At the outset of transition, the underworld congét an
embryonic private sector, replete with internationa
networks of contacts, cross-border experiencetalapi
agglomeration and wealth formation, sources of went
(risk) capital, an entrepreneurial spirit, and \eedsified
portfolio of investments and revenue generatingtass
Criminals were used to private sector practiceisepr
signals, competition, joint venturing, and thirdtya
dispute settlement.

Crime - alone among all economic activities in caunist
societies - obeyed the laws of the free markein@als
had to be entrepreneurial and profitable to survileeir
instincts sharpened by - often lethal - competjtibey
were never corrupted by central planning.

Deprived of access to state largesse, criminalssited
their own capital in efficiently-run small to mediusize
enterprises. Attuned to the needs and wishes of the
customers, criminals engaged in primitive forms of
market research, through neighborhood and grassroot
"pollsters” and "activists". They responded witliligg
and in real time to changes in the patterns of lstgmd
demand by altering their product mix and their ipgc
They have always been pioneers of bleeding-edge
technologies.



Criminals are effective organizers and managersyTh
excel at enforcing workplace discipline with irssile
incentives and irreversible disincentives, at sgttargets
and at networking. The superior felonious echebmes
upwardly mobile and have a clear career path. Every
management fad - from territorially exclusive frarses
to "stock" options - has been invented by crinsriahg
before they triumphed in the boardroom.

In east Europe, criminals on all levels, from tihgamized
to the petty, often substituted for the dysfuncioor
ideologically hidebound organs of the state. Cogrside
dispensation of justice. The criminal code of cartcand
court system replaced the compromised and lethargic
official judiciary. Debt collectors and enforcetsad in
for venal and incompetent police forces.

Crime is a growth industry and sustains hordes of
professionals: accountants and lawyers, forgercerss
border guides, weapons experts and bankers, meshani
and hit-men. Expertise, know-how and acumen, ardasse
over centuries of practice, are taught in the arahi
universities known as penitentiaries: roads lesgled,
countries more lenient, passports to be boughd, sol
forged, how-to manuals, goods and services on affdr
demand.

Profit margins in crime are outlandish and leatkteerish
wealth accumulation. The banking system is usel twot
stash the proceeds and to launder them. Tax haotns,
shore financial institutions and money courierf foam
part of a global web.



Thus cleansed and rendered untraceable, the meney i
invested in legitimate activities. In some courgrie
especially on the drug path, or on the trail oftelsiavery
- crime is a major engine of economic growth.

As opposed to the visible sectors of the east'sodetized
economies, criminal enterprises never run outqpfidlity
and thus are always keen to invest. Moreover, créime
international and cosmopolitan. It is accustomed to
sophisticated export-import transactions.

Many criminals - as opposed to the vast majoritthefr
countrymen - are polyglottal, well-traveled, awafe
world prices, the international financial systend an
demand and supply in various markets. They are
experienced negotiators. In short: criminals aré-we
heeled international businessmen, well-connectéd bo
abroad and with the various indigenous elites.

The Wild East in Europe is often compared to thé&dWi
West in America a century or so ago. The Russian
oligarchs, goes the soothing analogy, are locaiors of
Morgan, Rockefeller, Pullman and Vanderbilt. Busth
affinity is spurious. the United states always hatvic
culture with civic values and an aspiration toinuéttely,
create a harmonious and benevolent civic society.
Criminality was regarded as a shameful steppingestm
the way to an orderly community of learned, cializ
law-abiding citizens.



This cannot be said about Russia, for instance. The
criminal there is, if anything, admired and emuliatiéven
the language of legal business in countries irsttiam is
suffused with underworld parlance. There is nod an
never was - a civic tradition in the countries as&rn
Europe, a Bill of Rights, a veritable Constitutien,
modicum of self rule, a true abolition of classed a
nomenclatures. These territories are accustombditg
governed by paranoiac and murderous tyrants akimeto
current crop of delinquents. That some criminaés ar
members of the new political, financial and indiastr
elites (and vice versa) - tends to support thig{moted
association.

In all the countries of the region, politicians andnagers
abuse the state and its simulacrum institutiorddse
symbiosis with felons. Patronage and sinecuresexte
collaborating lawbreakers. Veritable villains gattess
to state owned assets and resources in a cyclemdéyn
laundering. Law enforcement agencies and the sawet
"encouraged" to turn a blind eye, or even to heimioals
eliminate internal and external competition in thatf.

Criminals, in return, serve as the "long and anooysn
arm" of politicians, obtaining for them illicit gas, or
providing "black" services. Corruption often flows
through criminal channels or via the mediation and
conduit of delinquents. Within the shared spherthef
informal economy, assets are shifted among these
economic players. Both players oppose attempisfatm
and transparency and encourage - even engender -
nationalism and racism, paranoias and grievances to
recruit foot soldiers.



Fortunately, there is the irrepressible urge tmbez
legitimate. Politicians, who grope for a new idepbal
cover for their opportunism, partner with legitingac
seeking, established crime lords. Both groups leinem
a swelling economic pie. They fight against otlhess
successful, criminals, who wish to persist in thodd
ways and, thus, hamper economic growth. The hiattle
never won but at least it succeeds to firmly daxiene
where it belongs: underground.



Russia's Missing Billions

Russia's Audit Chamber - with the help of the Swiss
authorities and their host of dedicated investigatanay
be about to solve a long standing mystery. An
announcement by the Prosecutor's General Offisaits
to be imminent. The highest echelons of the Yeltsin
entourage - perhaps even Yeltsin himself - may be
implicated - or exonerated. A Russian team has been
spending the better part of the last two monthsngavver
documents and interviewing witnesses in Switzerland
France, Italy, and other European countries.

About $4.8 billion of IMF funds are alleged to hayene
amiss during the implosion of the Russian financial
markets in August 1998. They were supposed to ppop
the banking system (especially SBS-Agro) and thegai
and sharply devalued ruble. Instead, they endad the
bank accounts of obscure corporations - and, then,
incredibly, vanished into thin air.

The person in charge of the funds in 1998 was obimer
than Mikhail Kasyanov, Russia's current Prime Manis
at the time, Deputy Minister of Finance for ExtdrbDabt.
His signature on all foreign exchange transactiaagen
those handled by the central bank - was mandaltory.
July 2000, he was flatly accused by the Italiahygaia
Reppublica, of authorizing the diversion of thepdited
funds.



Following public charges made by US Treasury Sacyet
Robert Rubin as early as March 1999, both Russidn a
American media delved deeply over the years irto th
affair. Communist Duma Deputy Viktor llyukhin jungbe
on the bandwagon citing an obscure "trustworthgitpr
source" to substantiate his indictment of Kremliontes
and oligarchs contained in an open letter to tlosé&uutor
General, Yuri Skuratov.

The money trail from the Federal Reserve Bank of/Ne
York to Swiss and German subsidiaries of the Rassia
central Bank was comprehensively reconstructed, Sti
the former Chairman of the central bank, Sergeiibiab
called llyukhin's allegations and the ensuing Swiss
investigations - "a black PR campaign ... a lie.”

Others pointed to an outlandish coincidence: tioeru
collapsed twice in Russia's post-Communist ani@ise,
in 1994, when Dubinin was Minister of Finance arabw
forced to resign. The second time was in 1998, when
Dubinin was governor of the central bank and wgaira
ousted.

Dubinin himself seems to be unable to make up lglm
In one interview he says that IMF funds were useprop
up the ruble - in others, that they went into "tia¢ional
pot" (i.e., the Ministry of Finance, to cover a getary
shortfall).



The Chairman of the Federation Council at the time,
Yegor Stroev, appointed an investigative commiittee
1999. Its report remains classified but Stroev cordd
that IMF funds were embezzled in the wake of the819
forced devaluation of the ruble.

This conclusion was weakly disowned by Eleonora
Mitrofanova, an auditor within the Duma'’s Audit
Chamber who said that they discovered nothingctbiri
illegal” - though, incongruously, she accused @l
bank of suppressing the Chamber's damning reploet. T
Chairman of the Chamber of Accounts, Khachim
Karmokov, quoted by PwC, said that "the audits
performed by the Chamber revealed no serious pusakd
breaches in the bank's performance.”

But Nikolai Gonchar, a Duma Deputy and memberof it
Budget Committee, came close to branding bothaas li
when he said that he read a copy of the Audit Clemb
report and that it found that central bank fundsewve
siphoned off to commercial accounts in foreign sank

The Moscow Times cited a second Audit Chamber tepor
which revealed that the central bank was simultasiyo
selling dollars for rubles and extending ruble éma

few well-connected commercial banks, thus subsidizi
their dollar purchases. The central bank went mada
printing rubles to fuel this lucrative arbitragenerdollars
came from IMF disbursements.



Radio Free Europe/Radio Liberty, based on its own
sources and an article in the Russian weekly "Navay
Gazeta", claims that half the money was almostaist
diverted to shell companies in Sydney and Londdme T
other half was mostly transferred to the Bank oivNe
York and to Credit Suisse.

Why were additional IMF funds transferred to a diwao
Russia, despite warnings by many and a testimorgy by
Russian official that previous tranches were sqassdf?
Moreover, why was the money sent to the CentrakBan
then embroiled in a growing scandal over the
manipulation of treasury bills, known as GKO's atiaer
debt instruments, the OFZ's - and not to the Minist
Finance, the beneficiary of all prior transfers2 Tentral
bank did act as MinFin's agent - but circumstanoe®
unusual, to say the least.

There isn't enough to connect the IMF funds with th
money laundering affair that engulfed the Bank efaN
York a year later to the day, in August 1999 - tjiou
several of the personalities straddled the divielsvben
the bank and its clients. Swiss efforts to esthldigirm
linkage failed as did their attempt to implicateeral
banks in the Italian canton of Ticino. The Swigs -
collaboration with half a dozen national investigat
bureaus, including the FBI - were more successfltaly
proper, where they were able to apprehend a fewrdoz
suspects in an elaborate undercover operation.



FIMACO's name emerged rather early in the swirl of
rumors and denials. At the IMF's behest,
PricewaterhouseCoopers (PwC) was commissioned by
Russia's central bank to investigate the relatignsh
between the Russian central bank and its Chanliaeldis
offshoot, Financial Management Company Limited,
immediately when the accusations surfaced.

Skuratov unearthed $50 billion in transfers of tlagon's
hard currency reserves from the central bank toA{TI@,
which was majority-owned by Eurobank, the central
bank's Paris-based daughter company. Accordingvt®, P
Eurobank was 23 percent owned by "Russian companies
and private individuals".

Dubinin and his successor, Gerashchenko, admit that
FIMACO was used to conceal Russia's assets from its
unrelenting creditors, notably the Geneva-based Mr.
Nessim Gaon, whose companies sued Russia for $600
million. Gaon succeeded to freeze Russian acconints
Switzerland and Luxemburg in 1993. PwC alerted the
IMF to this pernicious practice, but to no avail.

Moreover, FIMACO paid exorbitant management fees to
self-liquidating entities, used funds to fuel tipesulative
GKO market, disbursed non-reported profits from its
activities, through "trust companies"”, to Russiabjscts,
such as schools, hospitals, and charities - angkmeral,
transformed itself into a mammoth slush fund andc®

of patronage. Russia admitted to lying to the IMA.996.

It misstated its reserves by $1 billion.



Some of the money probably financed the fantastic
salaries of Dubinin and his senior functionaries.ddrned
$240,000 in 1997 - when the average annual salary i
Russia was less than $2000 and when Alan Greenspan,
Chairman of the Federal Reserve of the USA, earned
barely half as much.

Former Minister of Finance, Boris Fedorov, askeal th
governor of the central bank and the prime minister
1993 to disclose how were the country's foreigrherge
reserves being invested. He was told to mind his ow
business. To Radio Free Europe/Radio Liberty he sai
years later, that various central bank schemes setrep
to "allow friends to earn handsome profits ... They
allowed friends to make profits because when comngsan
are created without any risk, and billions of dlare
transferred, somebody takes a (quite big) commmssi@
minimum of tens of millions of dollars. The questis:
Who received these commissions? Was this money
repatriated to the country in the form of dividePtls

Dubinin's vehement denials of FIMACO's involvement
the GKO market are disingenuous. Close to halflof a
foreign investment in the money-spinning market for
Russian domestic bonds were placed through FIMACO's
nominal parent company, Eurobank and, possiblpuidin

its subsidiary, co-owned with FIMACO, Eurofinance
Bank.

Nor is Dubinin more credible when he denies thafifs
and commissions were accrued in FIMACO and then
drained off. FIMACOQO's investment management
agreement with Eurobank, signed in 1993, entitied i
0.06 percent of the managed funds per quarter.



Even accepting the central banker's ludicrous teisce
that the balance never exceeded $1.4 billion - FONDA
would have earned $3.5 million per annum from
management fees alone - investment profits andelbagle
fees notwithstanding. Even Eurobank'’s presidetiteat
time, Andrei Movchan, conceded that FIMACO earned
$1.7 million in management fees.

The IMF insisted that the PwC reports exoneratkthal
participants. It is, therefore, surprising and ralisig to

find that the online copies of these documentsyipusly
made available on the IMF's Web site, were "Removed
September 30, 1999 at the request of
PricewaterhouseCoopers".

The cover of the main report carried a disclairhat tt
was based on procedures dictated by the centréldorah
"... consequently, we (PwC) make no representation
regarding the sufficiency of the procedures describ
below ... The report is based solely on finanaml ather
information provided by, and discussions with, the
persons set out in the report. The accuracy and
completeness of the information on which the refort
based is the sole responsibility of those persons.
PricewaterhouseCoopers have not carried out any
verification work which may be construed to représe
audit procedures ... We have not been providedsadoe
Ost West Handelsbank (the recipient of a large qfafte
$4.8 IMF tranche)"



The scandal may have hastened the untimely depaotur
the IMF's Managing Director at the time, Michel
Camdessus, though this was never officially
acknowledged. The US Congress was reluctant to
augment the Fund's resources in view of its coetal
handling of the Asian and Russian crises and camtag

This reluctance persisted well into the new milienm A
congressional delegation, headed by James Leach (R,
lowa), Chairman of the Banking and Financial Sexsic
Committee, visited Russia in April 2000, accompédrbg
the FBI, to investigate the persistent contenteinsut the
misappropriation of IMF funds.

Camdessus himself went out of his way to defend his
record and reacted in an unprecedented mannee to th
allegations. In a letter to Le Mond, dated Augu&t11999
- and still posted on the IMF's Web site, threeryéater -
he wrote, inadvertently admitting to serious
mismanagement:

"l wish to express my indignation at the falseestatnts,
allegations, and insinuations contained in theladiand
editorial commentary appearing in Le Monde on Atigus
6, 8, and 9 on the content of the Pricewaterhousp€rs
(PWC) audit report relating to the operations @f th
Central Bank of Russia and its subsidiary, FIMACO.



Your readers will be shocked to learn that the rejpo
question, requested and made public at the inéaif the
IMF ... (concludes that) no misuse of funds hasibee
proven, and the report does not criticize the IMF's
behavior ... | would also point out that your regaetation
of the IMF's knowledge and actions is misleading &4
know that part of the reserves of the Central Baink
Russia was held in foreign subsidiaries, whichoisan
illegal practice; however, we did not learn of FIKZ®'s
activities until this year--because the audit répéor
1993 and 1994 were not provided to us by the Centra
Bank of Russia.

The IMF, when apprised of the possible range of
FIMACO activities, informed the Russian authoritibat
it would not resume lending to Russia until a répor
these activities was available for review by the~I&hd
corrective actions had been agreed as neededaould
add that what the IMF objected to in FIMACO's
operations extends well beyond the misrepresentafio
Russia's international reserves in mid-1996 anldides
several other instances where transactions thringtd
resulted in a misleading representation of therveseand
of monetary and exchange policies. These includedado
Russian commercial banks and investments in the GKO
market."

No one accepted - or accepts - the IMF's convolptst-
facto "clarifications" at face value. Nor was Duhbis
tortured sophistry - IMF funds cease to be IMF fsind
when they are transferred from the Ministry of Fioato
the central bank - countenanced.



Even the compromised office of the Russian Prosecut
General urged Russian officials, as late as Jubp 2t
re-open the investigation regarding the diversibtne
funds. The IMF dismissed this sudden burst of tedé as
the rehashing of old stories. But Western offictals
interviews by Radio Free Europe/Radio Liberty - dped)
to differ.

Yuri Skuratov, the former Prosecutor-General, alife
undue diligence, wrote in a book he published tearg
ago, that only c. $500 million of the $4.8 were rewsed

to stabilize the ruble. Even George Bush Jr., wsidina
presidential candidate accused Russia's formerePrim
Minister Viktor Chernomyrdin of complicity in
embezzling IMF funds. Chernomyrdin threatened & su

The rot may run even deeper. The Geneva daily "Le
Temps", which has been following the affair relesslly,
accused, two years ago, Roman Abramovich, a Yeltsin
era oligarch and a member of the board of directbrs
Sibneft, of colluding with Runicom, Sibneft's tradiarm,
to misappropriate IMF funds. Swiss prosecutorsesid
Runicom's offices just one day after Russian Tdic€o
raided Sibneft's Moscow headquarters.

Absconding with IMF funds seemed to have been a
pattern of behavior during Yeltsin's venal regiffiee
columnist Bradley Cook recounts how Aldrich Amds t
mole within the CIA, "was told by his Russian cahtr
officer during their last meeting, in November 198t
the $130,000 in fresh $100 bills that he was béirtged
with had come directly from IMF loans.” Venyamin
Sokolov, who headed the Audit Chamber prior to 8erg
Stepashin, informed the US Senate of $2 billion tha
evaporated from the coffers of the central bank3a5.



Even the IMF reluctantly admits:

"Capital transferred abroad from Russia may reptese
such legal activities as exports, or illegal sosr&at it is
impossible to determine whether specific capitavi
from Russia-legal or illegal-come from a particular
inflow, such as IMF loans or export earnings. Tothe
scale of IMF lending to Russia into perspectives$tals
exports of goods and services averaged about #&ihta
year in recent years, which is over 25 times treraye
annual disbursement from the IMF since 1992."



The Enrons of the East

Hermitage Capital Management, an international
investment firm owned by HSBC London, is suing PwC
(PricewaterhouseCoopers), the biggest among thiobig
accounting firms (Andersen, the fifth, is being
cannibalized by its competitors).

Hermitage also demands to have PwC's license sdsgen
in Russia. All this fuss over allegedly shoddy asiof
Gazprom, the Russian energy behemoth with over $20
billion in annual sales and the world's largeséress of
natural gas. Hermitage runs a $600 million Ruasial f
which is invested in the shares of the allegedlyaundited
giant.

The accusations are serious. According to infutiate
Hermitage, PwC falsified and distorted the 200Qsdits
by misrepresenting the sale of Gazprom's subsidiary
Purgaz, to ltera, a conveniently obscure entitihhe®toss
spinning transactions were also creatively tackled.
Stoitransgaz - partly owned by former Gazprom marseg
and their relatives - landed more than $1 billion i
lucrative Gazprom contracts.

These shenanigans resulted in billions of doll&tesses
and a depressed share price. AFP quotes William
Browder, Hermitage's disgruntled CEO, as sayin@isT
is Russia's Enron". PwC threatened to counter-sue
Hermitage over its "completely unfounded" allegasio



But Browder's charges are supported by Boris Fymgor
a former Russian minister of finance and a current
Gazprom independent director. Fyodorov manages his
own investment boutique, United Financial Group.
Browder is a former Solomon Brothers investment
banker. Other investment banks and brokerage firms
foreign and Russian - are supportive of his aliegat
They won't and can't be fobbed.

Fyodorov speculates that PwC turned a blind eyeany
of Gazprom's shadier deals in order to keep thewadc
Gazprom shareholders will decide in June whether to
retain it as an auditor or not. Browder is initi@fia class
action lawsuit in New York of Gazprom ADR holders
against PwC.

Even Russia's president concurs. A year ago, hteeredt
ominously about "enormous amounts of misspent money
(in Gazprom)". He replaced Rem Vyakhirev, the alipa
that ran Gazprom, with his own protégé. Russia agéhs
percent of the company.

Gazprom is just the latest in an inordinately lstrgam

of companies with dubious methods. Avto VAZ bleskit
white - under PwC's nose - shipping cars to dealers
without guarantees or advance payments. The perlimbr
dealers then vanished without a trace. Avto VAZterro

off more than $1 billion in "uncollected bills" bgte

1995. PwC did make a mild comment in the 1997 audit
But the first real warning appeared only three yédater

in the audit for the year 2000.



Andrei Sharonov, deputy minister in the federal istiry
of Economics said, in an interview he granted "Bass
Week" last February: "Auditors have been working on
behalf of management rather than shareholdera" In
series of outlandish ads, published in Russiamiessi
dailies in late February, senior partners in th&€Pw
Moscow office made this incredible statement: "(Aud
does not represent a review of each transactioa, or
qualitative assessment of a company's performance.”

The New York Times quotes a former employee of
Ernst&Young in Moscow as saying: "A big client isdy
You do what they want and tell you to do. You céayp
straight-laced and try to be upright and protectryo
reputation with minor clients, but you can't daith the
big guys. If you lose that account, no matter hostified
you are, that's the end of a career."”

PwC should know. When it mentioned suspicious Hgavi
discounted sales of oil to Rosneft in a 1998 angtiort,

its client, Purneftegaz, replaced it with Arthurdimsen.
The dubious deals dutifully vanished from the audit
reports, though they continue apace. Andersen slaim
such transactions do not require disclosure undssidn
law.

How times change! Throughout the 1990's, Russiatand
nascent private sector were subjected to selfemig
harangues from visiting Big Five accountants. The
hectoring targeted the lack of good governance gmon
Russia's corporations and public administratiokeali
Hordes of pampered speakers and consultants espouse
transparent accounting, minority shareholderstsigh
management accessibility and accountability androth
noble goals.



That was before Enron. The tables have turned Bidpe
Five - from disintegrating Andersen to KPMG - agery
chastised and fined for negligent practices, flagra
conflicts of interests, misrepresentation, questia
ethics and worse. Their worldwide clout, moral aity,
and professional standing have been considerabiyde

America's GAAP (Generally Accepted Accounting
Practices) - once considered the undisputable lpesdh
of rectitude and disclosure - are now thought iechef
urgent revision. The American issuer of accounting
standards - FASB (Financial Accounting Standards
Board) - is widely perceived to be an incestuous
arrangement between the clubby members of a rapacio
and unscrupulous profession. Many American scholars
even suggest to adopt the hitherto much-derided
alternative - the International Accounting Standa(ié\S)
recently implemented through much of central arsleza
Europe.

Russia's Federal Commission for the Securities btark
(FCSM) convened a conclave of Western and domestic
auditing firms. The theme was how to spot and rdiae
bad auditors. With barely concealed and gleeful
schadenfreude, the Russians said that the Enrodaca
undermined their confidence in Western accountamts
the GAAP.



The Institute of Corporate Law and Corporate Gozece
(ICLG), having studied the statements of a few majo
Russian firms, concluded that there are indicat@ns
financial problems, "not mentioned by (mostly Wes}e
auditors". They may have a point. Most of the bahlas
collapsed ignominiously in 1998 received glowingliés
signed by Western auditors, often one of the BigFi

The Russian Investor Protection Association (IPAJ a
Institute of Professional Auditors (IPAR) embarl@da
survey of Russian investors, enterprises, auditorg,
state officials - and what they think about theldqyaf
the audit services they are getting.

Many Russian managers - as avaricious and verelas
- now can justify hiring malleable and puny locati#ors
instead of big international or domestic ones.
Surgutneftegaz - with $2 billion net profit lastayeand
on-going dispute with its shareholders about dincte-
wants to sack "Rosexperitza”, a respectable Russian
accountancy, and hire "Aval", a little known acctog
outfit. Aval does not even make it to the list 602dargest
accounting firms in Russia, according to Renaissanc
Capital, an investment bank.

Other Russian managers are genuinely alarmed by the
vertiginous decline in the reputation of the global
accounting firms and by the inherent conflict demest
between consulting and audit jobs performed bystme
entity. Sviazinvest, a holding and telecom compéamgd
Accenture on top of - some say instead of - Anderse
Consulting.



A decade of achievements in fostering transparency,
better corporate governance, and more realistiouating
in central and eastern Europe - may well evaponciee
wake of Enron and other scandals. The forces aticea
and corruption in these nether lands - greedy nemsag
venal bureaucrats, and anti-reformists - all sethed
opportunity to reverse what was hitherto considerred
irreversible trend towards Western standards. Tinis,
turn, is likely to deter investors and retard thegpoess
towards a more efficient market economy.

The Big Six accounting firms were among the ficst t
establish a presence in Russia. Together with nieggue
consultancies, such as Baker-McKinsey, they coached
Russian entrepreneurs and managers in the wake of t
West. They introduced investors to Russia wherag w
still considered a frontier land. They promoted &ais
enterprises abroad and nursed the first, precarjouns
ventures between paranoid Russians and disdainful
Westerners.

Companies like Ernst&Young are at the forefronthef
fight to include independent directors in the bsaotl
Russian firms, invariably stuffed with relativesdan
cronies. Together with IPA, Ernst&Young recently
established the National Association of Independent
Directors (NAID). It is intended to "assist Russian
companies to increase their efficiency through
introduction of best independent directors' prastit



But even these - often missionary - pioneers wéneléd
by the spoils of a "free for all", "winner take$'ahnd
"might is right" environment. They geared the actswof
their clients - by minimizing their profits - tonds tax
avoidance and the abolition of dividends. Quoting
unnamed former employees of the audit firms, "TiegvN
York Times" described how "... the auditors ofttiose
to play by Russian rules, and in doing so sacuifite
transparency that investors were counting on tleem t
ensure."



The Typology of Financial Scandals

Also published byJnited Press International (UPI)

|. Overview

The recent implosion of the global equity markei®m
Hong Kong to New York - engendered yet another doun
of the semipternal debate: should central banks
contemplate abrupt adjustments in the prices adtass
such as stocks or real estate - as they do chamgjes
consumer price indices? Are asset bubbles indeed
inflationary and their bursting deflationary?

Central bankers counter that it is hard to telubldde until
it bursts and that market intervention bring alibat
which it is intended to prevent. There is insu#fiti
historical data, they reprimand errant scholars kst
otherwise. This is disingenuous. Ponzi and pyramid
schemes have been a fixture of Western civilizadion
least since the middle Renaissance.

Assets tend to accumulate in "asset stocks". Resase
built in the 19th century still serve their purpdeday.
The quantity of new assets created at any giveinges,
inevitably, negligible compared to the stock of Hagne
class of assets accumulated over decades and,is@set
centuries. This is why the prices of assets aranohored
- they are only loosely connected to their productosts
or even to their replacement value.

Asset bubbles are not the exclusive domain of stock
exchanges and shares. "Real" assets include lahthan
property built on it, machinery, and other tangble



"Financial" assets include anything that storesi@@nd
can serve as means of exchange - from cash totsesur
Even tulip bulbs will do.

In 1634, in what later came o be known as "tulipign
tulip bulbs were traded in a special marketplace in
Amsterdam, the scene of a rabid speculative freBame
rare black tulip bulbs changed hands for the prica big
mansion house. For four feverish years it seenkecie
craze would last forever. But the bubble burst687. In

a matter of a few days, the price of tulip bulbsskshed
by 96%!

Uniquely, tulipmania was not an organized scam aith
identifiable group of movers and shakers, which
controlled and directed it. Nor has anyone maddi@kp
promises to investors regarding guaranteed futtoft®
The hysteria was evenly distributed and fed orfitse
Subsequent investment fiddles were different, thoug

Modern dodges entangle a large number of victirhgirT
size and all-pervasiveness sometimes threatenaticnal
economy and the very fabric of society and incawvgr
political and social costs.

There are two types of bubbles.

Asset bubbles of the first type are run or fanngd b
financial intermediaries such as banks or brokerage
houses. They consist of "pumping” the price of sseaor
an asset class.



The assets concerned can be shares, currencies, oth
securities and financial instruments - or evenrsgs/i
accounts. To promise unearthly yields on one'snggvis
to artificially inflate the "price", or the "valuedf one's
savings account.

More than one fifth of the population of 1983 Idraere
involved in a banking scandal of Albanian proparsiolt
was a classic pyramid scheme. All the banks, bar on
promised to gullible investors ever increasing mekon
the banks' own publicly-traded shares.

These explicit and incredible promises were inatlitke
prospectuses of the banks' public offerings and thien
implicit acquiescence and collaboration of suceessi
Israeli governments. The banks used deposits, their
capital, retained earnings and funds illegally baed
through shady offshore subsidiaries to try to ke
impossible and unhealthy promises. Everyone kneat wh
was going on and everyone was involved. It lasted 7
years. The prices of some shares increased byete2mt
daily.

On October 6, 1983, the entire banking sector rakels
crumbled. Faced with ominously mounting civil urires
the government was forced to compensate shareloltler
offered them an elaborate share buyback plan over 9
years. The cost of this plan was pegged at $iombill
almost 15 percent of Israel's annual GDP. The éadir
damage remains unknown.

Avaricious and susceptible investors are lured into
investment swindles by the promise of impossibghhi
profits or interest payments.



The organizers use the money entrusted to theneWwy n
investors to pay off the old ones and thus estalalis
credible reputation. Charles Ponzi perpetrated nsaci
schemes in 1919-1925 in Boston and later the Faedl
estate market in the USA. Hence a "Ponzi scheme".

In Macedonia, a savings bank named TAT collapsed in
1997, erasing the economy of an entire major 8itgla.
After much wrangling and recriminations - many
politicians seem to have benefited from the scéne -
government, faced with elections in September, has
recently decided, in defiance of IMF diktats, téeof
meager compensation to the afflicted savers. TA3 wa
only one of a few similar cases. Similar scandadd t
place in Russia and Bulgaria in the 1990's .

One third of the impoverished population of Albawias
cast into destitution by the collapse of a serfasation-
wide leveraged investment plans in 1997. Inepttigali
and financial crisis management led Albania tovige
of disintegration and a civil war. Rioters invadealice
stations and army barracks and expropriated husdried
thousands of weapons.

Islam forbids its adherents to charge interest onaw
lent - as does Judaism. To circumvent this onedegsee,
entrepreneurs and religious figures in Egypt and in
Pakistan established "Islamic banks". These irgiitg
pay no interest on deposits, nor do they demarmddst
from borrowers. Instead, depositors are made artn
the banks' - largely fictitious - profits. Clierdgse charged
for - no less fictitious - losses. A few Islamiaika were
in the habit of offering vertiginously high "prdit They
went the way of other, less pious, pyramid schemes.



They melted down and dragged economies and palitica
establishments with them.

By definition, pyramid schemes are doomed to failur
The number of new "investors" - and the new mohey t
make available to the pyramid's organizers - istéich
When the funds run out and the old investors can no
longer be paid, panic ensues. In a classic "ruthen
bank", everyone attempts to draw his money
simultaneously. Even healthy banks - a distantivelaf
pyramid schemes - cannot cope with such stampedes.
Some of the money is invested long-term, or leatv F
financial institutions keep more than 10 percertheir
deposits in liquid on-call reserves.

Studies repeatedly demonstrated that investorgramud
schemes realize their dubious nature and stand/éoned
by the collapse of other contemporaneous scamghByt
are swayed by recurrent promises that they cowa dr
their money at will ("liquidity”) and, in the mearmte,
receive alluring returns on it ("capital gains'htérest
payments", "profits").

People know that they are likelier to lose all artpf
their money as time passes. But they convince tkes
that they can outwit the organizers of the pyrarthdt
their withdrawals of profits or interest payment®pto
the inevitable collapse will more than amply congesda
them for the loss of their money. Many believe tihaty
will succeed to accurately time the extractionhait
original investment based on - mostly useless and
superstitious - "warning signs".



While the speculative rash lasts, a host of pundits
analysts, and scholars aim to justify it. The "new
economy" is exempt from "old rules and archaic nsoafe
thinking". Productivity has surged and established
steeper, but sustainable, trend line. Information
technology is as revolutionary as electricity. Nmre
than electricity. Stock valuations are reasonabihe Dow
is on its way to 33,000. People want to believe¢he
"objective, disinterested analyses" from "experts".

Investments by households are only one of the esgih
this first kind of asset bubbles. A lot of the myrieat

pours into pyramid schemes and stock exchange bmsoms
laundered, the fruits of illicit pursuits. The lalering of
tax-evaded money or the proceeds of criminal i
mainly drugs, is effected through regular banking
channels. The money changes ownership a few timnes t
obscure its trail and the identities of the truenevs.

Many offshore banks manage shady investment ploys.
They maintain two sets of books. The "public” or
"cooked" set is made available to the authoritigee-tax
administration, bank supervision, deposit insurafae
enforcement agencies, and securities and exchange
commission. The true record is kept in the second,
inaccessible, set of files.

This second set of accounts reflects reality: wiypodited
how much, when and subject to which conditionsd an
who borrowed what, when and subject to what terms.
These arrangements are so stealthy and convohaéd t
sometimes even the shareholders of the bank lask of
its activities and misapprehend its real situation.



Unscrupulous management and staff sometimes take
advantage of the situation. Embezzlement, abuse of
authority, mysterious trades, misuse of funds aveem
widespread than acknowledged.

The thunderous disintegration of the Bank for Cradd
Commerce International (BCCI) in London in 1991
revealed that, for the better part of a decade, the
executives and employees of this penumbral in&titut
were busy stealing and misappropriating $10 billibime
Bank of England's supervision department failegjpot
the rot on time. Depositors were - partially - cangpated
by the main shareholder of the bank, an Arab shdikk
story repeated itself with Nick Leeson and his
unauthorized disastrous trades which brought ddwven t
venerable and veteran Barings Bank in 1995.

The combination of black money, shoddy financial
controls, shady bank accounts and shredded docament
renders a true account of the cash flows and dasriage
such cases all but impossible. There is no telithgt

were the contributions of drug barons, Americanrshibre
corporations, or European and Japanese tax-evaders
channeled precisely through such institutionsth&o
stratospheric rise in Wall-Street in the last fezangs.

But there is another - potentially the most pemusi-
type of asset bubble. When financial institutiogrsd to
the unworthy but the politically well-connected, to
cronies, and family members of influential poli&ins -
they often end up fostering a bubble. South Korean
chaebols, Japanese keiretsu, as well as American
conglomerates frequently used these cheap fungi®o
up their stock or to invest in real estate, drivonges up
in both markets artificially.



Moreover, despite decades of bitter experiencesn f
Mexico in 1982 to Asia in 1997 and Russia in 1998 -
financial institutions still bow to fads and fash# They
act herd-like in conformity with "lending trendS'hey
shift assets to garner the highest yields in tloetsht
possible period of time. In this respect, theyraokvery
different from investors in pyramid investment sties.

II. Case Study - The Savings and Loans Associations
Bailout

Also published bynited Press International (UPI)

Asset bubbles - in the stock exchange, in theasiaite or
the commodity markets - invariably burst and oftad
to banking crises. One such calamity struck the WSA
1986-1989. It is instructive to study the decisieaction
of the administration and Congress alike. Theyletk
both the ensuing liquidity crunch and the strudttieavs
exposed by the crisis with tenacity and skill. Camepthis
to the lackluster and hesitant tentativeness ottineent
lot. True, the crisis - the result of a speculabubble -
concerned the banking and real estate markets ridre
the capital markets. But the similarities are there

The savings and loans association, or the thréds &
strange banking hybrid, very much akin to the bodd
society in Britain. It was allowed to take in dej@$gut
was really merely a mortgage bank. The Depository
Institutions Deregulation and Monetary Control A€t
1980 forced S&L's to achieve interest parity with
commercial banks, thus eliminating the interedirmpion
deposits which they enjoyed hitherto.



But it still allowed them only very limited entrpto
commercial and consumer lending and trust services.
Thus, these institutions were heavily exposed o th
vicissitudes of the residential real estate marketkeir
respective regions. Every normal cyclical slump in
property values or regional economic shock - a.g.,
plunge in commaodity prices - affected them
disproportionately.

Interest rate volatility created a mismatch betwiben
assets of these associations and their liabilifigs.
negative spread between their cost of funds angliéhe
of their assets - eroded their operating margihg. 1982
Garn-St. Germain Depository Institutions Act enemed
thrifts to convert from mutual - i.e., depositor+oed -
associations to stock companies, allowing thenapale
capital markets in order to enhance their falteriag
worth.

But this was too little and too late. The S&L's wer
rendered unable to further support the price dfestate
by rolling over old credits, refinancing residehgguity,
and underwriting development projects. Endemic
corruption and mismanagement exacerbated the Thi.
bubble burst.

Hundreds of thousands of depositors scrambled to
withdraw their funds and hundreds of savings amatdo
association (out of a total of more than 3,000 eoee
insolvent instantly, unable to pay their depositdisey
were besieged by angry - at times, violent - cfientho
lost their life savings.



The illiquidity spread like fire. As institutiongased their
gates, one by one, they left in their wake majoaricial
upheavals, wrecked businesses and homeowners, and
devastated communities. At one point, the contagion
threatened the stability of the entire banking exyst

The Federal Savings and Loans Insurance Corporation
(FSLIC) - which insured the deposits in the saviagd
loans associations - was no longer able to meeatl#ims
and, effectively, went bankrupt. Though the obligrag of
the FSLIC were never guaranteed by the Treasuwast
widely perceived to be an arm of the federal gowemnt.
The public was shocked. The crisis acquired aipalit
dimension.

A hasty $300 billion bailout package was arranged t
inject liquidity into the shriveling system through
special agency, the FHFB. The supervision of thkkba
was subtracted from the Federal Reserve. The fdheo
the Federal Deposit Insurance Corporation (FDIC3 wa
greatly expanded.

Prior to 1989, savings and loans were insured éyntiw-
defunct FSLIC. The FDIC insured only banks. Congres
had to eliminate FSLIC and place the insurancéfts
under FDIC. The FDIC kept the Bank Insurance Fund
(BIF) separate from the Savings Associations Instea
Fund (SAIF), to confine the ripple effect of theltdewn.

The FDIC is designed to be independent. Its mooeyes
from premiums and earnings of the two insurancedun
not from Congressional appropriations. Its board of
directors has full authority to run the agency.



The board obeys the law, not political masters. FD&C
has a preemptive role. It regulates banks and gaand
loans with the aim of avoiding insurance claims by
depositors.

When an institution becomes unsound, the FDIC can
either shore it up with loans or take it overtifioes the
latter, it can run it and then sell it as a goingaern, or
close it, pay off the depositors and try to colléhet loans.
At times, the FDIC ends up owning collateral aryihiy
to sell it.

Another outcome of the scandal was the ResolutrostT
Corporation (RTC). Many savings and loans werddéigka
as "special risk" and placed under the jurisdictbbthe
RTC until August 1992. The RTC operated and soédeh
institutions - or paid off the depositors and cthfeem. A
new government corporation (Resolution Fund
Corporation, RefCorp) issued federally guaranteshbbt
bonds whose proceeds were used to finance the RiiiC u
1996.

The Office of Thrift Supervision (OTS) was also
established in 1989 to replace the dismantled Béder
Home Loan Board (FHLB) in supervising savings and
loans. OTS is a unit within the Treasury Departmbuat
law and custom make it practically an independent
agency.



The Federal Housing Finance Board (FHFB) regulttes
savings establishments for liquidity. It provideseb of
credit from twelve regional Federal Home Loan Banks
(FHLB). Those banks and the thrifts make up theeFad
Home Loan Bank System (FHLBS). FHFB gets its funds
from the System and is independent of supervisjotin®
executive branch.

Thus a clear, streamlined, and powerful regulatory
mechanism was put in place. Banks and savingscams |
abused the confusing overlaps in authority and|etigm
among numerous government agencies. Not one regulat
possessed a full and truthful picture. Following th
reforms, it all became clearer: insurance was DR

job, the OTS provided supervision, and liquidityswva
monitored and imparted by the FHLB.

Healthy thrifts were coaxed and cajoled to purchase
sturdy ones. This weakened their balance sheets
considerably and the government reneged on itsigesm
to allow them to amortize the goodwill element fud t
purchase over 40 years. Still, there were 2,898<hn
1989. Six years later, their number shrank to 1 &i® it
stands now at less than 1,000. The consolidated
institutions are bigger, stronger, and better edipid.

Later on, Congress demanded that thrifts obtaiark b
charter by 1998. This was not too onerous for robst
them. At the height of the crisis the ratio of thei
combined equity to their combined assets was less t
1%. But in 1994 it reached almost 10% and remained
there ever since.



This remarkable turnaround was the result of sepéyd
as much as careful planning. Interest rate spreacsme
highly positive. In a classic arbitrage, savingd &ans
paid low interest on deposits and invested the mane
high yielding government and corporate bonds. The
prolonged equity bull market allowed thrifts todtanew
stock at exorbitant prices.

As the juridical relics of the Great Depressiotiefly
amongst them, the Glass-Steagall Act - were regeale
banks were liberated to enter new markets, offer ne
financial instruments, and spread throughout thA.US
Product and geographical diversification led tosrded
financial health.

But the very fact that S&L's were poised to explbédse
opportunities is a tribute to politicians and regats alike
- though except for setting the general tone oéncy and
resolution, the relative absence of political iaggrtion in
the handling of the crisis is notable. It was maathgy
the autonomous, able, utterly professional, largely
political Federal Reserve. The political class jaled the
professionals with the tools they needed to dqahe
This mode of collaboration may well be the most
important lesson of this crisis.

[ll. Case Study - Wall Street, October 1929

Also published bynited Press International (UPI)

Claud Cockburn, writing for the "Times of Londombimn
New-York, described the irrational exuberance that
gripped the nation just prior to the Great Dep@ssi



As Europe wallowed in post-war malaise, America
seemed to have discovered a new economy, the sécret
uninterrupted growth and prosperity, the fount of
transforming technology:

"The atmosphere of the great boom was savagelyimxci
but there were times when a person with my European
background felt alarmingly lonely. He would hawvelil to
believe, as these people believed, in the etepwaiing

of the big bull market or else to meet just onesperwith
whom he might discuss some general doubts without
being regarded as an imbecile or a person of delibly
evil intent—some kind of anarchist, perhaps."

The greatest analysts with the most impeccablecoteds
and track records failed to predict the forthcongnash
and the unprecedented economic depression thawviedl
it. Irving Fisher, a preeminent economist, who,cadmng
to his biographer-son, Irving Norton Fisher, |ds# t
equivalent of $140 million in today's money in trash,
made a series of soothing predictions. On OctoBdre?
uttered these avuncular statements: "Quotations hav
caught up with real values as yet ... (There isganase for
a slump ... The market has not been inflated buelye
readjusted...”

Even as the market convulsed on Black Thursday,
October 24, 1929 and on Black Tuesday, Octobertg8 -
New York Times wrote: "Rally at close cheers braker
bankers optimistic".



In an editorial on October 26, it blasted rabidcspators
and compliant analysts: ~"We shall hear considgrigsis
in the future of those newly invented conceptiohs o
finance which revised the principles of politicabaomy
with a view solely to fitting the stock market'sgaaies."
But it ended thus: "(The Federal Reserve has) aubstire
soundness of the business situation when the sia®ul
markets went on the rocks."

Compare this to Alan Greenspan Congressional tesgm
this summer: "While bubbles that burst are scarcely
benign, the consequences need not be catastrawhioef
economy ... (The Depression was brought on by)iegsu
failures of policy".

Investors, their equity leveraged with bank andkbro
loans, crowded into stocks of exciting "new teclogas”,
such as the radio and mass electrification. Thierbatket
- especially in issues of public utilities - wagled by
"mergers, new groupings, combinations and good
earnings" and by corporate purchasing for "employee
stock funds".

Cautionary voices - such as Paul Warburg, the enifiial
banker, Roger Babson, the "Prophet of Loss" and
Alexander Noyes, the eternal Cassandra from the New
York Times - were derided. The number of brokerage
accounts doubled between March 1927 and March 1929.

When the market corrected by 8 percent betweeniMarc
18-27 - following a Fed induced credit crunch arskaes
of mysterious closed-door sessions of the Fed'sdboa
bankers rushed in. The New York Times reported:



“Responsible bankers agree that stocks shouldoeow
supported, having reached a level that makes them
attractive." By August, the market was up 35 petros
its March lows. But it reached a peak on Septertaerd
it was downhill since then.

On October 19, five days before "Black Thursday",
Business Week published this sanguine prognosis:

"Now, of course, the crucial weaknesses of sucloger-
price inflation, heavy inventories, over-extensain
commercial credit -- are totally absent. The seguri
market seems to be suffering only an attack ofkstoc
indigestion... There is additional reassurancéefact
that, should business show any further signs ajdat the
banking system is in a good position now to adnnis
any needed credit tonic from its excellent Reserve

supply.”

The crash unfolded gradually. Black Thursday atual
ended with an inspiring rally. Friday and Saturday
trading ceased only on Sundays - witnessed an agswi
followed by mild profit taking. The market dropp&d.8
percent on Monday, with Winston Churchill watching
from the visitors' gallery - incurring a loss of($14
billion.

The Wall Street Journal warned naive investors:
"Many are looking for technical corrective reacsdnom

time to time, but do not expect these to distuebupward
trend for any prolonged period.”



The market plummeted another 11.7 percent thedsaxt
- though trading ended with an impressive rallyrirtne
lows. October 31 was a good day with a "vigorous,
buoyant rally from bell to bell". Even Rockefelieined
the myriad buyers. Shares soared. It seemed thatahst
was over.

The New York Times was optimistic:

"It is thought that stocks will become stabilizedteeir
actual worth levels, some higher and some lowar tha
present ones, and that the selling prices willlodeg in
the immediate future by the worth of each particula
security, based on its dividend record, earningigyabnd
prospects. Little is heard in Wall Street thesesdatyout
'putting stocks up.™

But it was not long before irate customers begambig
their stupendous losses on advice they received fineir
brokers. Alec Wilder, a songwriter in New York i8209,
interviewed by Stud Terkel in "Hard Times" four ddes
later, described this typical exchange with his eyon
manager:

"l knew something was terribly wrong because | tear
bellboys, everybody, talking about the stock market
About six weeks before the Wall Street Crash, spaded
my mother in Rochester to let me talk to our family
adviser. | wanted to sell stock which had beenrtedtby
my father. He got very sentimental: ‘Oh your father
wouldn't have liked you to do that.' He was so pass/e,
| said O.K. | could have sold it for $160,000. Fgears
later, | sold it for $4,000."



Exhausted and numb from days of hectic tradingleud
office operations, the brokerage houses pressteed t
stock exchange to declare a two day trading holiday
Exchanges around North America followed suit.

At first, the Fed refused to reduce the discoutd.ra
"(There) was no change in financial conditions vathtice
board thought called for its action.” - thoughid chject
liquidity into the money market by purchasing
government bonds. Then, it partially succumbed and
reduced the New York discount rate, which, curigusl
was 1 percent above the other Fed districts - pgréent.
This was too little and too late. The market never
recovered after November 1. Despite further reduastin
the discount rate to 4 percent, it shed a whopfihg
percent in nominal terms when it hit bottom threang
later.

Everyone was duped. The rich were impoverished
overnight. Small time margin traders - the forerensnof
today's day traders - lost their shirts and muskh el
besides. The New York Times:

"Yesterday's market crash was one which largelgcadi
rich men, institutions, investment trusts and athveno
participate in the market on a broad and intelligeale.
It was not the margin traders who were caughténrtish
to sell, but the rich men of the country who arkedb
swing blocks of 5,000, 10,000, up to 100,000 shafes
high-priced stocks. They went overboard with noenor
consideration than the little trader who was svaejiton
the first day of the market's upheaval, whose priegen
at their lowest of last Thursday, now look high by
comparison ...



To most of those who have been in the marketatl he
more awe-inspiring because their financial hisiery
limited to bull markets."

Overseas - mainly European - selling was an importa
factor. Some conspiracy theorists, such as Webster
Tarpley in his "British Financial Warfare", suppenitby
contemporary reporting by the likes of "The Econstfii
went as far as writing:

"When this Wall Street Bubble had reached gargantua
proportions in the autumn of 1929, (Lord) Montagu
Norman (governor of the Bank of England 1920-1944)
sharply (upped) the British bank rate, repatria@nigish
hot money, and pulling the rug out from under thallWw
Street speculators, thus deliberately and conslgious
imploding the US markets. This caused a violent
depression in the United States and some othertresin
with the collapse of financial markets and the cactton
of production and employment. In 1929, Norman
engineered a collapse by puncturing the bubble."

The crash was, in large part, a reaction to a steugrsal,
starting in 1928, of the reflationary, "cheap mdhey
policies of the Fed intended, as Adolph Miller lo¢ tFed's
Board of Governors told a Senate committee, "todori
down money rates, the call rate among them, beaafuse
the international importance the call rate had ctone
acquire. The purpose was to start an outflow ofl gab
reverse the previous inflow of gold into this caynback
to Britain)." But the Fed had already lost contsbthe
speculative rush.



The crash of 1929 was not without its Enrons and
World.com's. Clarence Hatry and his associates taebini
to forging the accounts of their investment groughow
a fake net worth of $24 million British pounds threr
than the true picture of 19 billion in liabilitieshis led to
forced liquidation of Wall Street positions by had
British financiers.

The collapse of Middle West Utilities, run by theeegy
tycoon, Samuel Insull, exposed a web of offshoidihg
companies whose only purpose was to hide losses and
disguise leverage. The former president of NYSEh&id
Whitney was arrested for larceny.

Analysts and commentators thought of the stock axgé
as decoupled from the real economy. Only one tehth
the population was invested - compared to 40 pércen
today. "The World" wrote, with more than a bit of
Schadenfreude: "The country has not suffered a
catastrophe ... The American people ... has besblyag
largely with the surplus of its astonishing prosyer

"The Daily News" concurred: "The sagging of thecks
has not destroyed a single factory, wiped out glsifarm
or city lot or real estate development, decrealed t
productive powers of a single workman or machinge
United States." In Louisville, the "Herald Post"
commented sagely: "While Wall Street was gettinigofi
its weak holder to their own most drastic punishipnen
grain was stronger. That will go to the credit sidi¢he
national prosperity and help replace that buyinggro
which some fear has been gravely impaired.”



During the Coolidge presidency, according to the
Encyclopedia Britannica, "stock dividends rose bg 1
percent, corporate profits by 76 percent, and whge3
percent. In 1929, 4,455,100 passenger cars welegol
American factories, one for every 27 members of the
population, a record that was not broken until 1950
Productivity was the key to America's economic grow
Because of improvements in technology, overall letbo
costs declined by nearly 10 percent, even though th
wages of individual workers rose."

Jude Waninski adds in his tome "The Way the World
Works" that "between 1921 and 1929, GNP grew to
$103.1 billion from $69.6 billion. And because m@sc
were falling, real output increased even fasteaX fates
were sharply reduced.

John Kenneth Galbraith noted these data in hisrsdmi
"The Great Crash":

"Between 1925 and 1929, the number of manufacturing
establishments increased from 183,900 to 206, H@0; t
value of their output rose from $60.8 billions ©8%
billions. The Federal Reserve index of industrial
production which had averaged only 67 in 1921ad h
risen to 110 by July 1928, and it reached 126 nmeJl929
... (but the American people) were also displayng
inordinate desire to get rich quickly with a minimwof
physical effort.”

Personal borrowing for consumption peaked in 1928 -
though the administration, unlike today, maintaib&oh
fiscal and current account surpluses and the US®\ava
large net creditor.



Charles Kettering, head of the research division of
General Motors described consumeritis thus, jugs da
before the crash: “The key to economic prospesittye
organized creation of dissatisfaction.”

Inequality skyrocketed. While output per man-hdusts
up by 32 percent between 1923 and 1929, wages upept
only 8 percent. In 1929, the top 0.1 percent of the
population earned as much as the bottom 42 percent.
Business-friendly administrations reduced by 7@ eer
the exorbitant taxes paid by those with an incofmaare
than $1 million. But in the summer of 1929, bussess
reported sharp increases in inventories. It was the
beginning of the end.

Were stocks overvalued prior to the crash? Didtaltks
collapse indiscriminately? Not so. Even at the heaj

the panic, investors remained conscious of realeslOn
November 3, 1929 the shares of American Can, Genera
Electric, Westinghouse and Anaconda Copper wele sti
substantially higher than on March 3, 1928.

John Campbell and Robert Shiller, author of "loaél
Exuberance”, calculated, in a joint paper titlecdllation
Ratios and the Lon-Run Market Outlook: An Update"
posted on Yale University' s Web Site, that shaieep
divided by a moving average of 10 years worth of
earnings reached 28 just prior to the crash. Csithis
with 45 on March 2000.

In an NBER working paper published December 20@l an
tellingly titled "The Stock Market Crash of 192%ving
Fisher was Right", Ellen McGrattan and Edward Rytsc
boldly claim:



"We find that the stock market in 1929 did not tras
because the market was overvalued. In fact, thdeace
strongly suggests that stocks were undervaluech atve
their 1929 peak."

According to their detailed paper, stocks wereitrgé@t
19 times after-tax corporate earning at the pedloRp, a
fraction of today's valuations even after the récen
correction. A March 1999 "Economic Letter" publidhe
by the Federal Reserve Bank of San-Francisco
wholeheartedly concurs. It notes that at the ppagkes
stood at 30.5 times the dividend yield, only sliglabove
the long term average.

Contrast this with an article published in June(BSue
of the "Journal of Economic History" by Robert Bars

and Bradford De Long and titled "Bull and Bear Matsk
in the Twentieth Century":

"Major bull and bear markets were driven by shifts
assessments of fundamentals: investors had little
knowledge of crucial factors, in particular thedamin
dividend growth rate, and their changing expectetiof
average dividend growth plausibly lie behind thgana
swings of this century."”

Jude Waninski attributes the crash to the disistisgn of
the pro-free-trade coalition in the Senate whidarléed to
the notorious Smoot-Hawley Tariff Act of 1930. Hades
all the important moves in the market between March
1929 and June 1930 to the intricate protectiorastsd
macabre in Congress.

This argument may never be decided. Is a simikstcon
the cards? This cannot be ruled out.



The 1990's resembled the 1920's in more than oge wa
Are we ready for a recurrence of 1929? About asvexe
prepared in 1928. Human nature - the prime moveinle
market meltdowns - seemed not to have changed that
much in these intervening seven decades.

Will a stock market crash, should it happen, bofeéd
by another "Great Depression"? It depends whict kin
crash. The short term puncturing of a temporarybbaib
e.g., in 1962 and 1987 - is usually divorced fraimeo
economic fundamentals. But a major correction to a
lasting bull market invariably leads to recessiomworse.

As the economist Hernan Cortes Douglas reminda us i
"The Collapse of Wall Street and the Lessons ofdtys
published by the Friedberg Mercantile Group, thes\the
sequence in London in 1720 (the infamous "South Sea
Bubble"), and in the USA in 1835-40 and 1929-32.



The Shadowy World of International
Finance

Strange, penumbral, characters roam the boardrobms
banks in the countries in transition. Some of thpap
apparently from nowhere, others are very well cotec
and equipped with the most excellent introductidreey
all peddle financial transactions which are toodyambe
true and often are. In the unctuously perfumed ipappty
of their Mercedesed, Rolex waving entourage - the
polydipsic natives dissolve in their irresistibleacm and
the temptations of the cash: mountainous returns on
capital, effulgent profits, no collaterals, tragcord, or
business plan required. Total security is cloyirgggured.

These Fausts roughly belong to four tribes:
The Shoppers

These are the shabby operators of the marginabsisad
of the world of finance. They broker financial dewlith
meretricious sweat only to be rewarded their meagre
humiliated fees. Most of their deals do not matizea
The principle is very simple:

They approach a bank, a financial institution, or a
borrower and say: "We are connected to banks or
financial institutions in the West. We can bringuyo
money in the form of credits. But to do that - youst
first express interest in getting this money. Youwsin
furnish us with a bank guarantee / promissory higter
of intent that indicates that you desire the cradd that
you are willing to provide a liquid financial ingtnent to
back it up.".



Having obtained such instruments, the shoppersiliegi
"shop around". They approach banks and financial
institutions (usually, in the West). This time, yhreverse
their text: "We have an excellent client, a goodbeer.
Are you willing to lend to it?" An informal proces$
tendering ensues. Sometimes it ends in a transaatio
the shopper collects a small commission (between on
quarter of a percentage point and two percentagespo
depending on the amount). Mostly it doesn't -ard th
Flying Dutchman resumes his wanderings looking for
more venal gulosity and less legal probity.

The Con-Men

These are crooks who set up elaborate schemesy("sti
operations") to extract money from unsuspectingpfeo
and financial institutions. They establish "froot"
"phantom” firms and offices throughout the worldhel
tempt the gullible by offering them enormous, immnaéel
tax-free, effort-free, profits. They let the vicsrprofit in
the first round or two of the scam. Then, theygstihe
victims invest money and it evaporates togetheh thie
dishonest operators.

The "offices" are deserted, the fake identities,ftirged
bank references, the falsified guarantees arexptised
(often with the help of an inside informant).

Probably the most famous and enduring scam is the
“Nigerian-type Connection”. Letters - allegedly quveed
by very influential and highly placed officials reasent
out to unsuspecting businessmen. The latter aexlask
make their bank accounts available to the formég w
profess to need the third party bank accounts girou
which to funnel the sweet fruits of corruption.



The account owners are promised huge financialnesva
if they collaborate and if they bear some minor-by-
comparison upfront costs. The con-men pocket these
"expenses” and vanish. Sometimes, they even ety t
accounts of their entire balance as they evaporate.

The Launderers

A lot of cash goes undeclared to tax authorities in
countries in transition. The informal economy (the
daughter of both criminal and legitimate parents)
comprises between 15% (Slovenia) and 50% (Russia,
Macedonia) of the official one. Some say theseréglare
a deliberate and ferocious understatement. Theseiad
boggling amounts, which circulate between financial
centres and off shore havens in the world: Cyghess,
Cayman Islands, Liechtenstein (Vaduz), Panama and
dozens of aspiring laundrettes.

The money thus smuggled is kept in low-yieldinghcas
deposits. To escape the cruel fate of inflationary
corrosion, it has to be reinvested. It is steajthat
introduced to the very economy that it so sougtevade,
in the form of investment capital or other finan@asets
(loans and credits). Its anxious owners are prguedu
with legitimising their stillborn cash through thenduit
of tax-fearing enterprises, or with lending it emse. The
emphasis is on the word: "legitimate". The moneygss
in through mysterious and anonymous foreign
corporations, via off-shore banking centres, eveaugh
respectable financial institutions (the Bank of Néark
we mentioned?). It is easy to recognize a launderi
operation. Its hallmark is a pronounced lack oésiVity.



The money is invested in anything and everythisgpag
as it appears legitimate. Diversification is natgiat by
these nouveau tycoons and they have no core ineastm
strategy. They spread their illicit funds amongeitz of
disparate economic activities and show not théntigf
interest in the putative yields on their investnsetite
maturity of their assets, the quality of their ngwtquired
businesses, their history, or real value. Never the
sedulous, they pay exorbitantly for all manner of
prestidigital endeavours. The future prospectsahdr
normal investment criteria are beyond them. Alythees
after is a mirage of lapidarity.

The Investors

This is the most intriguing group. Normative, laliding,
businessmen, who stumbled across methods to secure
excessive yields on their capital and are lookangdrrow
their way into increasing it. By cleverly partictpay in
bond tenders, by devising ingenious option strategr
by arbitraging - yields of up to 300% can be cadbedn
the immature markets of transition without the naltyn
associated risks. This sub-species can be founalyniai
Russia and in the Balkans.

Its members often buy sovereign bonds and notes at
discounts of up to 80% of their face value. Russian
obligations could be had for less in August 1998 an
Macedonian ones during the Kosovo crisis. In cahoot
with the issuing country's central bank, they tbenvert
the obligations to local currency at par (=for 100ftheir
face value). The difference makes, needless tofaddn
immediate and hefty profit, yet it is in (often wlless
and vicissitudinal) local currency.



The latter is then hurriedly disposed of (at a @ist) and
sold to multinationals with operations in the coyruf
issue, which are in need of local tender. This f@stomes
an almost addictive avocation.

Intoxicated by this pecuniary nectar, the fortunttese
privy to the secret, try to raise more capital byting for
financial instruments they can convert to cash esWrn
banks. A bank guarantee, a promissory note, arcoed
letter of credit, a note or a bond guaranteed byGéantral
Bank - all will do as deposited collateral agawwkich a
credit line is established and cash is drawn. &sh ¢s
then invested in a new cycle of inebriation to ¢iel
fantastic profits.

It is easy to identify these "investors". They eagseek
financial instruments from almost any local bank, n
matter how suspect. They offer to pay for thesestay
documents (bank guarantees, bankers' acceptaeattess |
of credit) either in cash or by lending to the Bardtients
and this within a month or more from the date @irth
iIssuance. They agree to "cancel" the locally issued
financial instruments by offering a "counter-fin&ie
instrument” (safe keeping receipt, contra-guargntee
counter promissory note, etc.). This "counter-unstent”
is issued by the very Prime World or European Bank
which the locally issued financial instruments are
deposited as collateral.

The Investors invariably confidently claim that the
financial instrument issued by the local bank wélver be
presented or used (which is true) and that thasrisk free
transaction (which is not entirely so).



If they are forced to lend to the bank's clierttgeytoften
ignore the quality of the credit takers, the yielktie
maturities and other considerations which normizhd
to interest lenders very much.

Whether a financial instrument cancelled by anoiher
still valid, presentable and should be honoureddy
issuer is still debated. In some cases it is ¢Jeso] If
something goes horribly (and rarely, admittedlypmg
with these transactions - the local bank standsitier,
too.

It all boils down to a terrible hunger, the kindtbirst that
can be quelled only by the denominated liquidityuafe.
In the post nuclear landscape of this part of tbddy a
fantasy is shared by both predators and prey.i@gcl
each other in marble temples, they switch theggah
dizzying progression. Tycoons and politicians,
industrialists and bureaucrats all vie for therdttan of
Mammon. The shifting coalitions of well groomed man
back stabbed suits, an hallucinatory carousel afies
and guile. But every circus folds and every lungkps
destined to shut down. The dying music, the frozen
accounts of the deceived, the bankrupt banks,utsssic
Park of skeletal industrial beasts - a muted testiyrto a
wild age of mutual assured destruction and selédec
The future of Eastern and South Europe. The prexdent
Russia, Albania and Yugoslavia.



Treasure Island Revisited

On Maritime Piracy

The rumors concerning the demise of maritime piracy
back in the 19th century were a tad premature. The
scourge has so resurged that the Internationaltikhei
Board (IMB), founded by the International Chambgr o
Commerce (ICC) in 1981, is forced to broadcastydalil
piracy reports to all shipping companies by saeefliom
its Kuala Lumpur Piracy Reporting Center, estalgltshn
1992 and partly funded by maritime insurers. Tlports
carry this alarming disclaimer:

"For statistical purposes, the IMB defines pirany a
armed robbery as: An act of boarding or attemptiing
board any ship with the apparent intent to comhefttor
any other crime and with the apparent intent oabdjy
to use force in the furtherance of that act. Tleinition
thus covers actual or attempted attacks whethesthipeis
berthed, at anchor or at sea. Petty thefts areiéad|
unless the thieves are armed.”

The 1994 United Nations Convention on the Law ef th
Sea defines piracy as "any illegal acts of violeoice
detention, or any act of depredation, committed by
individuals (borne aboard a pirate vessel) forgevends
against a private ship or aircraft (the victim \e&d58
When no "pirate vessel" is involved - for instansen
criminals embark on a ship and capture it - thallégrm
is hijacking.



On July 8, seven pirates, armed with long knivéscied
an officer of a cargo ship berthed in Chittagong po
Bangladesh, snatched his gold chain and watch and
dislocated his arm. This was the third such atsac&e the
ship dropped anchor in this minacious port.

Three days eatrlier, in Indonesia, similarly-armedtps
escaped with the crew's valuables, having tiedhémals
of the duty officer. Pirates in small boats staledes
from the stern of a bulk carrier in Bangladesh.e@shin
Indonesia, absconded with a life raft.

The pirates of Guyana are either unlucky or unéein
They were consistently scared off by flares hudethem
and alarms set by vigilant hands on deck. A Col@ambi
band, riding a high speed boat, attempted to baard
container ship. Warring parties in Somalia hijacket
another ship last month.

A particularly egregious case - and signs of grgwin
sophistication and coordinated action - is desdribghe
July 1-8 report of the IMB:

"Six armed pirates boarded a chemical tanker from a
small boat and stole ship's stores. Another grdygprates
broke in to engine room and stole spare parts.t3hedk
place in spite of the ship engaging three shorarggc
watchmen." Piracy incidents have been reporteddial
Malaysia, Philippines, Thailand, Vietnam, the Re&.S
the Gulf of Aden, Nigeria, Brazil, Colombia, Domtan
Republic, Ecuador, Peru, Venezuela.



According to the ICC Year 2001 Piracy Report, nibian
330 attacks on seafaring vessels were reportegidast-
down by a quarter compared to 2000 but 10 percent
higher than 1999 and four times the 1991 figureadi
rose 40 percent between 1998 and 1999 alone.

Sixteen ships - double the number in 2000 - wepturad
and taken over. Eighty seven attacks were repaoitedg
the first quarter of this year - up from 68 in the
corresponding period last year. Seven of these were
hijackings - compared to only 1 in the first quaxé
2001. Nine of every 10 hijacked ships are ultimatel
recovered, often with the help of the IMB.

Many masters and shipowners do not report piracy fo
fear of delays due to protracted investigationsiaased
insurance premiums, bad publicity, and stifling taple.
The number of unreported attacks in 1999 was etuina
by the World Maritime Piracy Report to be 130.

According to "The Economist”, the IMO believes thatf
of all incidents remain untold. Still, increasedrpis and
international collaboration among law enforcement
agencies dented the clear upward trend in maritinmee
- even in the piracy capital, Indonesia.

The number of incidents in the pirate-infested Meda
Straits dropped from 75 to 17 last year - though th
number of crew "kidnap and ransom" operations,
especially in Aceh, has increased. Owners usualtipe
"reasonable" amounts demanded - c. $100,000 per shi
Contrary to folklore, most ships are attacked whtle
anchor.



Twenty one people, including passengers, weredkidst
year - and 210 taken hostage. Assaults involvingsgu
were up 50 percent to 73 - those involving mered®i
down by a quarter to 105. Piracy seems to ebblamd f
with the business cycles of the host economies.Alen
crisis, triggered by the freefall of the Thai bajdye a
boost to East Asian maritime robbers. So did th# de
crises of Latin America a decade earlier. Drugspamters
- armed with light aircraft and high speed mototbca
sometimes double as pirates during the dry seastmoo
growth.

Pirates endanger ship and crew. But they oftenecaus
collateral damage as well. Pirates have been kriiown
dump noxious cargo into the sea, or tie up the @egviet
an oil tanker steam ahead, its navigational aidessbed,
or tamper with substances dangerous to themseteta
others, or cast crew and passengers adrift inréiftg with
little food and water.

Many shipowners resorted to installing on-boare |t s
tracking systems, such as Shiploc, and aircraé-lidack
boxes". A bulletproof life vest, replete with artagral
jagged edged knife, was on display in the millermiu
exhibition at the Millennium Dome two years agoeTh
International Maritime Organization (IMO) is conerthg
to compel shipowners to tag their vessels witholysi
embossed numbers in compliance with the Safetyfef L
at Sea Convention.

The IMB also advises shipping companies to closely
examine the papers of crew and masters, thousdnds o
whom carry forged documents.



In 54 maritime administrations surveyed last \Jwathe
Seafarers' International Research Centre, Cardiff
University in Wales, more than 12,000 cases ofddrg
certificates of competency were unearthed.

Many issuing authorities are either careless oalven
both. The IMB recently accused the Coast GuardcOffi
of Puerto Rico for issuing 500 such "suspicious"
certificates. The Chinese customs and navy - esibeci
along the southern coast - have often been acaised
working hand in glove with pirates.

False documents are an integral - and crucialt-gdar
maritime piracy. The IMB says:

"Many of the phantom ships that set off to sea ith
cargo and then disappear are sailed by crewmenfalgé
passports and competency certificates. They usually
escape detection by the port authorities. In antecase of
a vessel located and arrested in South-East Adizefuto
IMB investigations, it has emerged that all theisen
officers had false passports. The ship's regisicuthents
were also false."

As documents go electronic and integrated in pedgiry
or common cargo tracking systems, such forgery will
wane. Bolero - an international digital bill of lad ledger
- is backed by the European Union, banks, shipaimd
insurance companies. The IMO is a proponent of a
technology to apply encrypted "digital signatures"
electronic bills of lading. Still, the industry sghly
fragmented and many ships and ports don't everepsss
rudimentary information technology.



The protection afforded by the likes of Bolerotiseast a
decade away.

Pirates sometimes work hand in hand with conspiring
crew members (or, less often, stowaways). In many
countries - in East Asia, Latin America, and Africa
Coast Guard operatives, corrupt drug agents, dret ot
law enforcement officials, moonlight as piratesnBgade
members of British trained Indonesian anti-piragyasls
are still roaming the Malacca Straits.

Pirates also enjoy the support of an insidious\asd
network of suborned judges and bureaucrats. Local
villagers along the coasts of Indonesia and Mataysind
Africa - welcome pirate business and provide the
perpetrators with food and shelter.

Moreover, large tankers, container ships, and cargo
vessels are largely computerized and their crew Ineesn
few. The value of an average vessel's freight hagased
dramatically with improvements in container and oil
storage technologies. "Flag of convenience" reafisin
has assumed monstrous proportions, allowing shipeosv
and managers to conceal their identity effectivBilize,
Honduras, and Panama are the most notorious, no
guestions asked, havens.

Piracy has matured into a branch of organized crime
Hijacking requires money, equipment, weapons, pfann
experience and contacts with corrupt officials. Tdua

per vessel ranges from $8 million to $200 million.



Pottengal Mukundan, Director of ICC's Commercial
Crime Services states, in a recent IMB press releas

"(Piracy) typically involves a mother ship from whito
launch the attacks, a supply of automatic weapaise
identity papers for the crew and vessel, fake cargo
documents, and a broker network to sell the stgteds
illegally. Individual pirates don't have these reses.
Hijackings are the work of organized crime rings."

The IMB describes the aftermath of a typical hijagk

"The Global Mars has probably been given a new name
and repainted. Armed with false registration papeic
bills of lading, the pirates - or more likely thafia

bosses pulling the strings - will then try to dispmf their
booty. The vessel has probably put in to a portrevtiee
false identity of vessel and cargo may escape tietec
Even when identified, the gangs have been knoviomibe
local officials to allow them to sell the cargo dedve the
port."

Such a ship is often "recycled" a few times. Iinsats
operators an average of $40-50 million per "cycle",
according to "The Economist”. The pirates contveith
sellers or shipping agents to load it with a legéte
consignment of goods or commaodities. The selleds an
agents are unaware of the true identity of the, siripf its
unsavory "owners/managers".



The pirates invariably produce an authentic vessel
registration certificate that they acquired froraaked
officials - and provide the sellers or agents veitbill of
lading. The payload is then sold to networks adéra in
stolen merchandise or to gullible buyers in a défe port
of destination - and the ship is ready for yet hapt
round.

This January, the Indonesian Navy has permanently
stationed six battleships in the Malacca Straed of
them off the coast of the secessionist region @A
further 20-30 ships and 10 aircraft conduct dadyrls of
the treacherous traffic lane. Some 200-600 shipssahe
Straits daily. A mere 50 ships or so are boardetl an
searched every month.

The Greek government has gunboats patrolling the 2
miles wide Corfu Channel, where yachts frequerally f
prey to Albanian pirates. Brazil has imposed anopuojar
anti-piracy inspection fee on berthing vessels aset the
proceeds to finance a SWAT team to protect ships an
their crews while in port. Both India and Thailamave
similar units.

International cooperation is also on the rise. Alme
third of the world's shipping traffic goes throuide

South China Sea. A conference convened by Japan in
March 2000 - Japanese vessels have become favored
targets of piracy in the last few years - pushediie
ratification of the International Maritime Organiisa's
(IMO) 1988 Rome Convention on the Suppression of
Unlawful Acts against the Safety of Maritime Nawiga
by Asian and ASEAN countries.



The Convention makes piracy an extraterritoriaheri
and, thus, removes the thorny issue of jurisdictiocases
of piracy carried in another country's territomaters or
out on the high seas. The Comite Maritime Inteoretl -
the umbrella organization of national maritime law
associations - promulgated a model anti-piracyl&st/
year.

Though it rejected Japan's offer for collaboratiora
sharp reversal of its previous policy, China starte
handing down death sentences against murderousira
The 13 marauders who seized the Cheung Son and
massacred its 23 Chinese sailors were executegdas
ago in the southern city of Shanwei. Another 250
received long prison sentences. The - declaredtybo
amounted to a mere $300,000.

India and Iran - two emerging "pirates safe harbor"
destinations - have also tightened up sentencidgart
inspections. In the Alondra Rainbow hijacking, thdian
Navy captured the Indonesian culprits in a cinemati
chase off Goa. They were later sentenced sevenelgru
both the Indian Penal Code and international lavenE
the junta in Myanmar has taken tentative stepsagai
compatriots with piratical predilections.

Law enforcement does not tolerate a vacuum. "The
Economist” reports about two private military comigs
- Marine Risk Management and Satellite Protection
Services (SPS) - which deploy airborne mercenaoies
deal with piracy. SPS has even suggested to st2500
former Dutch marines in Subic Bay in the Philipgine
for a mere $2500 per day per combatant.



Shipowners are desperate. Quoted by "The Econgmist”
they "suggest that the region’s governments netgotiee
right for navies to chase pirates across national
boundaries: the so-called “right of hot pursuitd. far,
only Singapore and Indonesia have negotiated ldnite
rights. Some suggest that the American navy shioeild
invited into territorial waters to combat piracy,liae”
exercise it might relish. At the very least, coledrsuch
as Indonesia should advertise which bits of tregnitorial
waters at any time are patrolled and safe frontgsraNo
countries currently do this."



Legalizing Crime
Also Read:

Narcissists, Ethnic or Religious Affiliation, and &rrorists

The state has a monopoly on behavior usually deemed
criminal. It murders, kidnaps, and locks up people.
Sovereignty has come to be identified with the idiéd -
and exclusive - exercise of violence. The emergeice
modern international law has narrowed the field of
permissible conduct. A sovereign can no longer camm
genocide or ethnic cleansing with impunity, fortarxe.

Many acts - such as the waging of aggressive Wwar, t
mistreatment of minorities, the suppression offtkedom
of association - hitherto sovereign privilege, have
thankfully been criminalized. Many politicians, lngtrto
immune to international prosecution, are no lorsger
Consider Yugoslavia's Milosevic and Chile's Pinache

But, the irony is that a similar trend of crimirgtion -
within national legal systems - allows governmeats
oppress their citizenry to an extent previouslynokn.
Hitherto civil torts, permissible acts, and common
behavior patterns are routinely criminalized byid&gors
and regulators. Precious few are decriminalized.



Consider, for instance, the criminalization in the
Economic Espionage Act (1996) of the misapproorati
of trade secrets and the criminalization of thdation of
copyrights in the Digital Millennium Copyright Act
(2000) — both in the USA. These used to be civikto
They still are in many countries. Drug use, common
behavior in England only 50 years ago — is now icrah
The list goes on.

Criminal laws pertaining to property have malighant
proliferated and pervaded every economic and ivat
interaction. The result is a bewildering multituafdaws,
regulations statutes, and acts.

The average Babylonian could have memorizes and
assimilated the Hammurabic code 37 centuries &go -
was short, simple, and intuitively just.

English criminal law - partly applicable in manyits
former colonies, such as India, Pakistan, Canadh, a
Australia - is a mishmash of overlapping and
contradictory statutes - some of these hundregsafs
old - and court decisions, collectively known aase
law".

Despite the publishing of a Model Penal Code in219¢%
the American Law Institute, the criminal provisicofs
various states within the USA often conflict. Tlgpital
American can't hope to get acquainted with even a
negligible fraction of his country's fiendishly cptex and
hopelessly brobdignagian criminal code. Such irade
ignorance breeds criminal behavior - sometimes
inadvertently - and transforms many upright citearto
delinquents.



In the land of the free - the USA - close to 2 ofladults
are behind bars and another 4.5 million are ongirob,
most of them on drug charges. The costs of
criminalization - both financial and social - arénch

boggling.

What constitutes a crime? A clear and consistent
definition has yet to transpire.

There are five types of criminal behavior: crimgsaiast
oneself, or "victimless crimes" (such as suicidmrdon,
and the consumption of drugs), crimes against sther
(such as murder or mugging), crimes among conggntin
adults (such as incest, and in certain countries,
homosexuality and euthanasia), crimes againstatmés
(such as treason, genocide, or ethnic cleansing), a
crimes against the international community and @vorl
order (such as executing prisoners of war). Thiettas
categories often overlap.

The Encyclopedia Britannica provides this defimitmf a
crime:

"The intentional commission of an act usually deewhe
socially harmful or dangerous and specifically deéd,
prohibited, and punishable under the criminal law."

But who decides what is socially harmful? What d@bou
acts committed unintentionally (known as "striebility
offenses” in the parlance)? How can we establitntion
- "mens rea", or the "guilty mind" - beyond a rezedale
doubt?



A much tighter definition would bé&The commission of
an act punishable under the criminal law.A crime is
what the law - state law, kinship law, religious/Jar any
other widely accepted law - says is a crime. Legatems
and texts often conflict.

Murderous blood feuds are legitimate accordindghéo t
15th century "Qanoon", still applicable in largetpaf
Albania. Killing one's infant daughters and oldateles is
socially condoned - though illegal - in India, Cajn
Alaska, and parts of Africa. Genocide may have been
legally sanctioned in Germany and Rwanda - but is
strictly forbidden under international law.

Laws being the outcomes of compromises and power
plays, there is only a tenuous connection betwesticp
and morality. Some "crimes" are categorical impeest
Helping the Jews in Nazi Germany was a criminal act
yet a highly moral one.

The ethical nature of some crimes depends on
circumstances, timing, and cultural contéWturder is a
vile deed - but assassinating Saddam Hussein may b
morally commendable. Killing an embryo is a crime i
some countries - but not so killing a fetus. A tissa
offense” is not a criminal act if committed by aiuh.
Multilating the body of a live baby is heinous - It is
the essence of Jewish circumcision. In some sesieti
criminal guilt is collective. All Americans are el
blameworthy by the Arab street for the choices and
actions of their leaders. All Jews are accomplingbe
"crimes" of the "Zionists".



In all societies, crime is a growth industry. Moltis of
professionals - judges, police officers, criminasts,
psychologists, journalists, publishers, prosecutors
lawyers, social workers, probation officers, warslen
sociologists, non-governmental-organizations, waeapo
manufacturers, laboratory technicians, grapholegestd
private detectives - derive their livelihood, patiaally,
from crime. They often perpetuate models of punishim
and retribution that lead to recidivism rather thamo the
reintegration of criminals in society and their
rehabilitation.

Organized in vocal interest groups and lobbiesy taap
on the insecurities and phobias of the alienatbdnites.
They consume ever growing budgets and rejoice with
every new behavior criminalized by exasperated
lawmakers. In the majority of countries, the justsystem
is a dismal failure and law enforcement agenciegart
of the problem, not its solution.

The sad truth is that many types of crime are claned

by people to be normative and common behaviors and,
thus, go unreported. Victim surveys and self-repartlies
conducted by criminologists reveal that most criges
unreported. The protracted fad of criminalizati@s h
rendered criminal many perfectly acceptable andrrety
behaviors and acts. Homosexuality, abortion, gamgbli
prostitution, pornography, and suicide have allnhbee
criminal offenses at one time or another.

But the quintessential example of over-criminalais
drug abuse.



There is scant medical evidence that soft drugk asc
cannabis or MDMA ("Ecstasy") - and even cocainaveh
an irreversible effect on brain chemistry or fuantng.
Last month an almighty row erupted in Britain whiem
Cole, an addiction researcher at Liverpool Univgysi
claimed, to quote "The Economist" quoting the
"Psychologist", that:

"Experimental evidence suggesting a link between
Ecstasy use and problems such as nerve damageaand b
impairment is flawed ... using this ill-substatdih cause-
and-effect to tell the ‘chemical generation' thatytare

brain damaged when they are not creates publithheal
problems of its own."

Moreover, it is commonly accepted that alcohol abarsd
nicotine abuse can be at least as harmful as teealf
marijuana, for instance. Yet, though somewhat alirbe
alcohol consumption and cigarette smoking are ldgal
contrast, users of cocaine - only a century ago
recommended by doctors as tranquilizer - facarifeil

in many countries, death in others. AlImost everywpot
smokers are confronted with prison terms.

The "war on drugs" - one of the most expensive and
protracted in history - has failed abysmally. Drags
more abundant and cheaper than ever. The social cos
have been staggering: the emergence of violentecrim
where none existed before, the destabilizatiorrog-d
producing countries, the collusion of drug traféc& with
terrorists, and the death of millions - law enfonest
agents, criminals, and users.



Few doubt that legalizing most drugs would have a
beneficial effect. Crime empires would crumble
overnight, users would be assured of the qualithef
products they consume, and the addicted few wootd n
be incarcerated or stigmatized - but rather treatet
rehabilitated.

That soft, largely harmless, drugs continue tollbmt iis
the outcome of compounded political and economic
pressures by lobby and interest groups of manuasu
of legal drugs, law enforcement agencies, the jadic
system, and the aforementioned long list of those w
benefit from the status quo.

Only a popular movement can lead to the
decriminalization of the more innocuous drugs. 8uth a
crusade should be part of a larger campaign tasevee
overall tide of criminalization. Many "crimes" sHdu
revert to their erstwhile status as civil tortsh@s should
be wiped off the statute books altogether. Hundogéds
thousands should be pardoned and allowed to reatteg
in society, unencumbered by a past of transgression
against an inane and inflationary penal code.

This, admittedly, will reduce the leverage theestads
today against its citizens and its ability to ikeuon their
lives, preferences, privacy, and leisure. Bureda@aad
politicians may find this abhorrent. Freedom loving
people should rejoice.



Begging Your Trust in Africa

By: Dr. Sam Vaknin

Also published byJnited Press International (UPI)

The syntax is tortured, the grammar mutilated,tbet
message - sent by snail malil, telex, fax, or e-migil
coherent: an African bigwig or his heirs wish tartsfer
funds amassed in years of graft and venality t@afa lsank
account in the West. They seek the recipient's {gsian
to make use of his or her inconspicuous servicea fo
percentage of the loot - usually many millions ofiars.

A fee is required to expedite the proceedingso qraty
taxes, or to bribe officials - they plausibly expla

It is a scam two decades old - and it still worRsly last
month, a bookkeeper for a Berkley, Michigan lawnfir
embezzled $2.1 million and wired it to various bank
accounts in South Africa and Taiwan. Other victivese
kidnapped for ransom as they traveled abroad tkeatol
their "share". Some never made it back. Every yibare

are 5 such murders as well as 8-10 snatchings of
American citizens alone. The usual ransom demaisled
half a million to a million dollars.

The scam is so widespread that the Nigerians sato fi
explicitly ban it in article 419 of their penal aadThe
Nigerian President, Olusegun Obasanjo castigated th
fraudsters for inflicting "incalculable damage tigérian
businesses" and for "placing the entire countryeund
suspicion.”



"Wired" quotes statistics presented at the Intéonat
Conference on Advance Fee (419) Frauds in New ¥ark
Sept. 17:

"Roughly 1 percent of the millions of people whaere
419 e-mails and faxes are successfully scammeduann
losses to the scam in the United States total rtioaa
$100 million, and law enforcement officials beligylebal
losses may total over $1.5 billion."

According to the "IFCC 2001 Internet Fraud Report",
published by the FBI and the National White Colaime
Center, Nigerian letter fraud cases amount to pBréent

of all grievances. The Internet Fraud Complaint t€en
refers such rip-offs to the US Secret Service. @/liile
median loss in all manner of Internet fraud was554&
the Nigerian scam it was a staggering $5575. Blyt ame

in ten successful crimes is reported, says theskBjort.

The IFCC provides this advisory to potential tasget

+ Be skeptical of individuals representing
themselves as Nigerian or other foreign
government officials asking for your help in
placing large sums of money in overseas bank
accounts.

+ Do not believe the promise of large sums of
money for your cooperation.

+ Do not give out any personal information
regarding your savings, checking, credit, or other

 financial accounts.

« If you are solicited, do not respond and quickly
notify the appropriate authorities.



The "419 Coalition" is more succinct and a lot more
pessimistic:

"1. NEVER pay anything up front for ANY reason.

2. NEVER extend credit for ANY reason.

3. NEVER do ANYTHING until their check clears.

4. NEVER expect ANY help from the Nigerian
Government.

5. NEVER rely on YOUR Government to bail you out."

The State DepartmenBreau of International Narcotics
and Law Enforcement Affairs published a brochuttedi
"Nigerian Advance Fee Fraud". It describes theonysbf
this particular type of swindle:

"AFF criminals include university-educated professils
who are the best in the world for nonviolent spewtar
crimes. AFF letters first surfaced in the mid-19&@sund
the time of the collapse of world oil prices, whish
Nigeria’s main foreign exchange earner. Some Nageri
turned to crime in order to survive. Fraudulentesobs
such as AFF succeeded in Nigeria, because Nigerian
criminals took advantage of the fact that Nigerigpsak
English, the international language of businesd,tha
country’s vast oil wealth and natural gas reservesiked
13th in the world—offer lucrative business oppoities
that attract many foreign companies and individdals

According to London's Metropolitan Police Company
Fraud Department, potential targets in the UK doed t
USA alone receive c. 1500 solicitations a week. UBe
Secret Service Financial Crime Division takes i@ télls
a day from Americans approach by the con-men.



It now acknowledges that "Nigerian organized crimgs
running fraud schemes through the mail and phores li
are now so large, they represent a serious finbticeat

to the country.”

Sometimes even the stamps affixed to such letters a
forged. Nigerian postal workers are known to be in
cahoots with the fraudsters. Names and addresses ar
obtained from "trade journals, business directories
magazine and newspaper advertisements, chambers of
commerce, and the Internet.”

Victims are either too intimidated to complain tsee
reluctant to admit their collusion in money laundgrand
fraud. Others try in vain to recoup their losses by
ploughing more money into the scheme.

Contrary to popular image, the scammers are oftaent
and involved in other criminal pursuits, such asydr
trafficking, According to Nigeria's Drug Law
Enforcement Agency. The blight has spread to other
countries. Letters from Sierra Leone, Ghana, Congo,
Liberia, Togo, Ivory Coast, Benin, Burkina Fasouto
Africa, Taiwan, or even Canada, the United Kingdom,
Oman, and Vietnam are not uncommon.

The dodges fall into a few categories.

Over-invoiced contract scams involve the ostensible
transfer of amounts obtained through inflated ioesito
the bank account of an unrelated foreign firm. Catt
fraud or "trade default” is simply a bogus order
accompanied by a fraudulent bank draft for the potsl
of an export company accompanied by demand for
"samples" and various transaction "fees and chéarges



Some of the rackets are plain outlandish. In thastw
wash" confidence trick people have been known {oupa
to $200,000 for a special solution to remove staims
millions in defaced dollar notes. Others "boughaaWly
"discounted"” crude oil stored in "secret" locatierms real
estate in rezoned locales. "Clearing houses" artiwre
capital organizations" claiming to act on behalfrod
Central Bank of Nigeria launder the proceeds of the
scams.

In another twist, charities, academic institutiomsnprofit
organizations, and religious groups are asked ydhm
inheritances tax on a "donation”. Some "dignitdraesd
their relatives may seek to flee the country aridths
victims to advance the bribe money in return for a
generous cut of the wealth they have stashed abroad

"Bankers" may find inactive accounts with millioofs
dollars - often in lottery winnings - waiting to be
transferred to a safe off-shore haven. Bogus jabis w
inflated wages are another ostensible way to ddfshate-
owned companies - as is the sale of the targedt$ us
vehicle to them for an extravagant price. Therense®
be no end to criminal ingenuity.

Lately, the correspondence purports to be comimg fr
often white - disinterested professional third st
Accountants, lawyers, directors, trustees, security
personnel, or bankers pretend to be acting asiéidas
for the real dignitary in need of help. Less gudlibictims
are subjected to plain old extortion with verbal
intimidation and stalking.



The more heightened public awareness grows with-ove
exposure and the tighter the net of international
cooperation against the scam , the wilder theesati
spawns. Letters have surfaced recently signed imgdy
refugees, survivors of the September 11 attacld, an
serendipitous US commandos on mission in Afghamista

Governments throughout the world have geared up to
protect their businessmen. The US Department of
Commerce, for instance, publishes the "World Trader
data Report", compiled by US embassy in Nigeria. It
"provides the following types of information: typek
organizations, year established, principal owrsgrs,
product line, and financial and trade references."

Unilateral US activity, inefficacious collaboratiewith the
Nigerian government some of whose officials areored
to be in on the deals, multilateral efforts in treemework
of the OECD and the Interpol, education and infaroma
campaigns - nothing seems to be working.

The treatment of 419 fraudsters in Nigeria is soelet
that, according to the "Nigeria Tribune”, the Uditetates
threatened the country with sanctions if it does no
considerably improve its record on financial cribye
November 2002. Both the US Treasury's Financiah€ri
Enforcement Network (FINCEN) and the OECD's
Financial Action Task Force (FATF) had charactatize
the country as "one of the worst perpetratorsradricial
crimes in the world". The Nigerian central bankmrees
to get to grips with this debilitating problem.



Nigerians themselves - though often victims ofsbams
- take the phenomenon in stride. The Nigerian "Pail
Champion", proffered this insightful apologia orhb# of
the ruthless and merciless 419 gangs. It is wartitiqg
at length:

"To eradicate the 419 scourge, leaders at all $estebuld
work assiduously to create employment opportundies
people perception of the leaders as role models. Th
country's very high unemployment figure has made
nonsense of the so-called democracy dividends.tGrea
majority of Nigerian youthful school leaver's indlog
University graduates, are without visible means of
livelihood ... The fact remains that most of thessaming
youths cannot just watch our so-called leadersosiggheir
God-given wealthy. So, they resorted to alternative
fraudulent means of livelihood called 419, at ldadte
seen as have arrived ... Some of these 419ers #re i
National Assembly and the State Houses of Assembly
while some surround the President and governoosacr
the country.”

Some swindlers seek to glorify their criminal aities
with a political and historical context. The Wetesif the
"419 Coalition" contains letters casting the scana &orm
of forced reparation for slavery, akin to the comgsion
paid by Germany to survivors of the holocaust. The
confidence tricksters boast of defrauding the "ehit
civilization" and unmasking the falsity of its alas for
superiority. But a few delusional individuals asitles is
nothing but a smokescreen.



Greed outweighs fear and avarice enmeshes people in
clearly criminal enterprises. The "victims" of adea fee
scams are rarely incognizant of their alleged roley
knowingly and intentionally collude with self-prafged
criminals to fleece governments and institutionssis
one of the rare crimes where prey and perpetraiyr m
well deserve each other.



Organ Trafficking in Eastern Europe

By: Dr. Sam Vaknin

Also published bynited Press International (UPI)

A kidney fetches $2700 in Turkey. According to last
month's issue of the Journal of the American Mddica
Association, this is a high price. An Indian orgr&idney
enriches its former owner by a mere $1000. Wealthy
clients later pay for the rare organ up to $150,000

CBS News aired, two years ago, a documentary, @ilme
by Antenna 3 of Spain, in which undercover repasrier
Mexico were asked, by a priest acting as a middrefoa
a doctor, to pay close to 1 million dollars foriagte
kidney. An auction of a human kidney on eBay in
February 2000 drew a bid of $100,000 before the
company put a stop to it. Another auction in Sejem
1999 drew $5.7 million - though, probably, meretyaa
prank.

Organ harvesting operations flourish in Turkeycémtral
Europe, mainly in the Czech Republic, and in the
Caucasus, mainly in Georgia. They operate on Thykis
Moldovan, Russian, Ukrainian, Belarusian, Romanian,
Bosnian, Kosovar, Macedonian, Albanian and assorted
east European donors.



They remove kidneys, lungs, pieces of liver, evameas,
bones, tendons, heart valves, skin and other $ellab
human bits. The organs are kept in cold storageaand
lifted to illegal distribution centers in the Urit&tates,
Germany, Scandinavia, the United Kingdom, Israeyt®
Africa, and other rich, industrialized localesgites
"brain drain" a new, spine chilling, meaning.

Organ trafficking has become an international trdtde
involves Indian, Thai, Philippine, Brazilian, Tuski and
Israeli doctors who scour the Balkan and otheritlgst
regions for tissues. The Washington Post repoesd |
week that in a single village in Moldova, 14 ou#@ men
were reduced by penury to selling body parts.

Last year, Moldova cut off the thriving baby adopti
trade due to an - an unfounded - fear the todaVers
being dissected for spare organs. According tdstraeli
daily, Ha'aretz, the Romanians are investigatinglar
allegations in Israel and have withheld permissmn
adopt Romanian babies from dozens of eager andfout
pocket couples. American authorities are scrutigza
two year old Moldovan harvesting operation baseithén
United States.

Organ theft and trading in Ukraine is a smooth apen.
According to news agencies, last August three Wikaai
doctors were charged in Lvov with trafficking ireth
organs of victims of road accidents. The doctoexlus
helicopters to ferry kidneys and livers to collugli
hospitals. They charged up to $19,000 per organ.



The West Australian daily surveyed in January the
thriving organs business in Bosnia-Herzegovinaegel
are offering their wares openly, through newspaokst
Prices reach up to $68,000. Compared to an average
monthly wage of less than $200, this is an unimaigjim
fortune.

National health insurance schemes turn a blind eye.
Israel's participates in the costs of purchasimgos
abroad, though only subject to rigorous vettinghef
sources of the donation. Still, a May 2001 artinla the
New York Times Magazine, quotes "the coordinator of
kidney transplantation at Hadassah University Hasm
Jerusalem (as saying that) 60 of the 244 patmntently
receiving post-transplant care purchased their kidney
from a stranger - just short of 25 percent of thggmts at
one of Israel's largest medical centers partianggith the
organ business."

Many Israelis - attempting to avoid scrutiny - &&to
east Europe, accompanied by Israeli doctors, timper
the transplantation surgery. These junkets are
euphemistically known as "transplant tourism". {€kn
have sprouted all over the benighted region. Israel
doctors have recently visited impoverished Maceaoni
Bulgaria, Kosovo and Yugoslavia to discuss withaloc
businessmen and doctors the setting up of kidney
transplant clinics.



Such open involvement in what can be charitably
described as a latter day slave trade gives riaentw
wave of thinly disguised anti-Semitism. The Ukraimi
Echo, quoting the Ukrinform news agency, reported,
January 7, that, implausibly, a Ukrainian guestkeor
died in Tel-Aviv in mysterious circumstances ansgl hi
heart was removed. The Interpol, according to tyeep
is investigating this lurid affair.

According to scholars, reports of organ thefts @iated
abductions, mainly of children, have been rife aladd
and Russia at least since 1991. The buyers ar@seg@po
be rich Arabs.

Nancy Scheper-Hughes, an anthropologist at the
University of California at Berkeley and co-founaér
Organs Watch, a research and documentation cénter,
also a member and co-author of the Bellagio Taskd-0
Report on Transplantation, Bodily Integrity and the
International Traffic in Organs. In a report presehin
June 2001 to the House Subcommittee on Interradtion
Operations and Human Rights, she substantiatezhst |
the nationality of the alleged buyers, though hetdrban
legends regarding organ theft:

"In the Middle East residents of the Gulf States\it,
Saudi Arabia, and Oman) have for many years traviele
India, the Philippines, and to Eastern Europe tclpase
kidneys made scarce locally due to local fundantishta
Islamic teachings that allow organ transplantaftorsave
a life), but prohibit organ harvesting from braiead
bodies.



Meanwhile, hundreds of kidney patients from Israel,
which has its own well -developed, but under-used
transplantation centers (due to ultra-orthodox dewi
reservations about brain death) travel in ‘tramgglaurist’
junkets to Turkey, Moldova, Romania where desperate
kidney sellers can be found, and to Russia where an
excess of lucrative cadaveric organs are produoedal
lax standards for designating brain death, andtdls
Africa where the amenities in transplantation ci&nin
private hospitals can resemble four star hotels.

We found in many countries - from Brazil and Argeat
to India, Russia, Romania, Turkey to South Afriod a
parts of the United States - a kind of "apartheatiitine”
that divides the world into two distinctly differen
populations of ‘organs supplies’ and 'organs recgiv

Russia, together with Estonia, China and Iragniged, a
major harvesting and trading centre. InternatioeaVs
agencies described, two years ago, how a grandmathe
Ryazan tried to sell her grandchild to a mediattve boy
was to be smuggled to the West and there dismewhbere
for his organs. The uncle, who assisted in theenattas
supposed to collect $70,000 - a fortune in Rust&ams.

When confronted by the European Union on this issue
Russia responded that it lacks the resources estjtor
monitor organ donations. The Italian magazine, lapp
Web, reports that organ trading has taken to ttezriet.

A simple query on the Google search engine yields
thousands of Web sites purporting to sell variougyb
parts - mostly kidneys - for up to $125,000. Thiéese are
Russian, Moldovan, Ukrainian and Romanian.



Scheper-Hughes, an avid opponent of legalizingfarm
of trade in organs, says that "in general, the mmre
and flow of living donor organs - mostly kidneys from
South to North, from poor to rich, from black armdwn
to white, and from female to male bodies."

Yet, this summer, bowing to reality, the American
Medical Association commissioned a study to examine
the effects of paying for cadaveric organs wouldehan
the current shortage. The 1984 National Organ Plans
Act that forbids such payments is also under attBdls

to amend it were submitted recently by several
Congressmen. These are steps in the right direction

Organ trafficking is the outcome of the internatibban
on organ sales and live donor organs. But wherineze
is demand there is a market. Excruciating poveirty o
potential donors, lengthening patient waiting lestsl the
better quality of organs harvested from live peapbke
organ sales an irresistible proposition. The médica
professions and authorities everywhere would dtebét
legalize and regulate the trade rather than tramsiointo
a form of organized crime. The denizens of Moldova
would surely appreciate it.



Selling Arms to Rogue States

By: Dr. Sam Vaknin

Also published bynited Press International (UPI)
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Russian Roulette - The Security Apparatus

In a desperate bid to fend off sanctions, the Bosni
government banned yesterday all trade in arms and
munitions. A local, Serb-owned company was
documented by the State Department selling spate pa
and maintenance for military aircraft to Iraq viagbslav
shell companies.

Heads rolled. In the Republika Srpska, the Serb
component of the ramshackle Bosnian state, both the
Defense Minister Slobodan Bilic and army Chief tdf&
Novica Simic resigned. Another casualty was theegan
director of the Orao Aircraft Institute of Bijelgn- Milan
Prica. On the Yugoslav side, Jugoimport chief Carad
Cekovic and federal Deputy Defense Minister lvankig
stood down.

Bosnia's is only the latest in a series of embaimngs
disclosures in practically every country of thenfigr
eastern bloc, including all the EU accession caatdsl



With the crumbling of the Warsaw pact and the
economies of the region, millions of former militaand
secret service operators resorted to peddling weaaod
martial expertise to rogue states, terrorist aajtand
organized crime. The confluence - and, lately,
convergence - of these interests is threateningels
very stability.

Last week, the Polish "Rzeczpospolita" accused the
Military Information services (WSI) of illicit armsales
between 1992-6 through both private and state-run
entities. The weapons were plundered from the RFolis
army and sold at half price to Croatia and Somaludh
under UN arms embargo.

Deals were struck with the emerging international
operations of the Russian mafia. Terrorist middleraed
Latvian state officials were involved. Breachinddmal's
democratic veneer, the Polish Ministry of Defense
threatened to sue the paper for disclosing statetse

Police in Lodz is still investigating the alarming
disappearance of 4 Arrow anti-aircraft missilesira
train transporting arms from a factory to the drt
Gdansk, to be exported. The private security estairn
Innocence.

The Czech Military Intelligence Services (VZS) hdweg
been embroiled in serial scandals. The Czech defens
attaché to India, Miroslav Kvasnak, was recentigdifor
disobeying explicit orders from the minister of elefe.



According to Jane's, Kvasnak headed URNA - the elit
anti-terrorist unit of the Czech National Police Was
sacked in 1995 for selling Semtex, the notoriousddiz
plastic explosive, as well as weapons and munitions
organized crime gangs.

In late August, the Czechs arrested arms traffcker
members of an international ring, for selling Raasi
weapons - including, incredibly, tanks, fighternsa,
naval vessels, long range rockets, and missiléopias -
to Irag. The operation has lasted 3 years and was
conducted from Prague.

According to the "Wall Street Journal”, the Czech
intelligence services halted the sale of $300 orillivorth

of the Tamara radar systems to Irag in 1997. CHiauis,
such as Agroplast, a leading waste processing coynpa
have often been openly accused of weapons smuggling
"The Guardian” tracked in February a delivery o$siles
and guidance systems from the Czech Republic throug
Syria to Iraq.

German go-betweens operate in the Baltic countires.
May a sale of more than two pounds of the radigacti
element cesium-137 was thwarted in Vilnius, thatehp
of Lithuania. The substance was sold to terronistigs
bent on producing a "dirty bomb", believe US ofiisi
guoted by "The Guardian”. The Director of the Clahn
Deutsch, testified in Congress in 1996 about previo
cases in Lithuania involving two tons of radioaetiv
wolfram and 220 pounds of uranium-238.



Still, the epicenters of the illicit trade in weaysoare in
the Balkan, in Russia, and in the republics offtmmer
Soviet Union. Here, domestic firms intermesh with
Western intermediaries, criminals, terrorists, atade
officials to engender a pernicious, ubiquitous and
malignant web of smuggling and corruption.

According to the Center for Public Integrity ané th
Western media, over the last decade, renegadedRussi
army officers have sold weapons to every crimimal a
terrorist organization in the world - from the IR&al-
Qaida and to every failed state, from Liberia tbya.

They are protected by well-connected, bribe-payanms
dealers and high-level functionaries in every bhaoic
government. They launder the proceeds through Russi
oil multinationals, Cypriot, Balkan, and Lebanesalks,
and Asian, Swiss, Austrian, and British trading
conglomerates - all obscurely owned and managed.

The most serious breach of the united internatiroat
against Iraqg may be the sale of the $100 millioman
stealth Ukrainian Kolchuga radar to the pariahestab
years ago. Taped evidence suggests that presidentd-
Kuchma himself instructed the General Directorhaf t
Ukrainian arms sales company, UkrSpetzExport, Waler
Malev to conclude the deal. Malev died in a mysigsi
car accident on March 6, three days after his taped
conversation with Kuchma surfaced.

The Ukrainians insist that they were preempted by

Russian dealers who sold a similar radar systelnatp-
but this is highly unlikely as the Russian systeas \still
in development at the time. the American and Britise
currently conducting a high-profile investigationKyiv.



In Russia, illegal arms are traded mainly by thesi&fen
Group of Forces in cahoots with private comparbesh
domestic and foreign. The Air Defense Army sperzedi
in selling light arms. The army is the main souste
weapons - plastic explosives, grenade launchers,
munitions - of both Chechen rebels and Chechen
criminals. Contrary to received opinion, volunteer-
soldiers, not conscripts, control the arms trade Jtate
itself is involved in arms proliferation. Sales@bina and
Iran were long classified. From June, all saleshaferiel
enjoy "state secret" status.

There is little the US can do. The Bush adminigirahas
imposed in May sanctions on Armenian and Moldovan
companies, among others, for aiding and abettegdr
efforts to obtain weapons of mass destruction. Aiare
president, Robert Kocharian, indignantly denied
knowledge of such transactions and vowed to g#tdo
bottom of the American allegations.

The Foreign Policy Research Institute, quoted bgi®Ra
Free Europe/Radio Liberty, described a "Departroént
Energy (DOE) initiative, underway since 1993, to
improve 'material protection, control and accouititgbat
former Soviet nuclear enterprises. The programysnjo
substantial bipartisan support in the United Statebis
considered the first line of defense

against unwanted proliferation episodes."



"As of February 2000, more than 8 years after tapse
of the USSR, new security systems had been indtatle
113 buildings, most of them in Russia; howevers¢he
sites contained only 7 percent of the estimatedt668 of
weapons-usable material considered at risk fot tiref
diversion. DOE plans call for safeguarding 60 petcé
the material by 2006 and the rest in 10 to 15 years
longer."

Russian traders learned to circumvent official cteds
and work through Belarus. Major General Stsyapan
Sukharenka, the first deputy chief of the Belamu¥&B,
denied, in March, any criminal arms trading in his
country. This vehement protest is gainsaid by the
preponderance of Belarusian arms traders repldte wi
fake end-user certificates in Croatia during thgoslav
wars of secession (1992-5).

Deputy Assistant Secretary of State Steven Piifdrtbat
UN inspectors unearthed Belarusian artillery i lra
1996. Iraqgis are also being trained in Belaruspierate
various advanced weapons systems. The secretegrvic
and armies of Ukraine, Russia, and even Romania use
Belarus to mask the true origin of weapons sold in
contravention of UN sanctions.

Western arms manufacturers lobby their governntents
enhance their sales. Legitimate Russian and Ulamaini
sales are often thwarted by Western political amsttng.
When Macedonia, in the throes of a civil war it ved®ut
to lose, purchased helicopter gunships from Ukreime
American Embassy leaned on the government to ahaul
contracts and threatened to withhold aid and cefit
does not succumb.



The duopoly, enjoyed by the USA and Russia, forces
competitors to go underground and to seek rogue or
felonious customers. Yugoslav scientists, empldyed
Jugoimport and other firms run by former army dfig
are developing cruise missiles for Iraq, alleges th
American administration. The accusation, though, is
dubious as Iraq has no access to satellites t@guidh
missiles.

Another Yugoslav firm, Brunner, constructed a Libya
rocket propellant manufacturing facility. In anentiew
to the "Washington Post", Yugoslavia's presidenjisiav
Kostunica brushed off the American complaints apasit
he put it disdainfully, "overhauling older-geneoati
aircraft engines".

Such exploits are not unique to Yugoslavia or Basiihe
Croat security services are notorious for theitusabn in
drug and arms trafficking, mainly via Hungary.
Macedonian construction companies collaborate with
manufacturers of heavy machinery and purveyors of
missile technology in an effort to recoup hundrefls
millions of dollars in Iraqi debts. Albanian cringangs
collude with weapon smugglers based in Montenegd a
Kosovo. The Balkan - from Greece to Hungary - is
teeming with these penumbral figures.

Arms smuggling is a by-product of criminalized saigs,
destitution, and dysfunctional institutions. Thelpnged
period of failed transition in countries such agy¥slavia,
Macedonia, Bosnia, Moldova, Belarus, and Ukraine ha
entrenched organized crime. It now permeates every
legitimate economic sphere and every organ ofttte.s



Whether this situation is reversible is the subgg#dtieated
debate. But it is the West which pays the price in
increased crime rates and, probably in Iraq, ireddd
fatalities once it launches war against that murder
regime.



The Industrious Spies

By: Dr. Sam Vaknin

Also published bynited Press International (UPI)

The Web site of GURPS (Generic Universal Role Pigyi
System) lists 18 "state of the art equipments (ssed for
advanced spying". These include binoculars to hgad
voice activated bugs, electronic imaging devices,
computer taps, electromagnetic induction detectors,
acoustic stethoscopes, fiber optic scopes, deteofor
acoustic emissions (e.g., of printers), laser mtkas can
decipher and amplify voice-activated vibrations of
windows, and other James Bond gear.

Such contraptions are an integral part of industria
espionage. The American Society for Industrial $iecu
(ASIC) estimated a few years ago that the damagsech
by economic or commercial espionage to American
industry between 1993-5 alone was c. $63 billion.

The average net loss per incident reported was/$lion
in high technology, $29 million in services, an®$3
million in manufacturing. ASIC than upped its esdie
to $300 billion in 1997 alone - compared to $100dni
assessed by the 1995 report of the White HouseeOdfi
Science and Technology.



These figures are mere extrapolations based ormlatac
tales of failed espionage. Many incidents go unrieglo
In his address to the 1998 World Economic Forurankr
Ciluffo, Deputy Director of the CSIS Global Orgasiz
Crime Project, made clear why:

The perpetrators keep quiet for obvious reasons. Th
victims do so out of fear. It may jeopardize shatéér
and consumer confidence. Employees may lose thiesr |
It may invite copycats by inadvertently revealing
vulnerabilities. And competitors may take advantafje
the negative publicity. In fact, they keep quietddl the
same reasons corporations do not report computer
intrusions."”

Interactive Television Technologies complained ain
press release dated August 16, 1996 - that sonteoke
into its Amherst, NY, offices and stole "three cartgrs
containing the plans, schematics, diagrams and
specifications for the BUTLER, plus a number of
computer disks with access codes." BUTLER is a
proprietary technology which helps connect tel@rgo
computer networks, such as the Internet. It toak j@ars
to develop.

In a single case, described in the Jan/Feb 19986 =
"Foreign Affairs", Ronald Hoffman, a software sdist)
sold secret applications developed for the Strategi
Defense Initiative to Japanese corporations, sach a
Nissan Motor Company, Mitsubishi Electric, Mitsutis
Heavy Industries, and Ishikawajima-Harima Heavy
Industries. He was caught in 1992, having received
$750,000 from his "clients", who used the softwiare
their civilian aerospace projects.



Canal Plus Technologies, a subsidiary of Frenchianed
giant Vivendi, filed a lawsuit last March againdD¥, a
division of News Corp. Canal accused NDS of hacking
into its pay TV smart cards and distributing theoked
codes freely on a piracy Web site. It sued NDS$fhd
billion in lost revenues. This provided a rare gise into
information age, hacker-based, corporate espionage
tactics.

Executives of publicly traded design software deper
Avant! went to jail for purchasing batches of corgou
code from former employees of Cadence in 1997.

Reuters Analytics, an American subsidiary of Resuter
Holdings, was accused in 1998 of theft of proprieta
information from Bloomberg by stealing source codes
from its computers.

In December 2001, Say Lye Ow, a Malaysian subjedt a
a former employee of Intel, was sentenced to 24thsom
prison for illicitly copying computer files contairg
advanced designs of Intel's Merced (Itanium)
microprocessor. It was the crowning achievemeiat of
collaboration between the FBI's High-Tech squadtaed
US Attorney's Office CHIP - Computer Hacking and
Intellectual Property - unit.

U.S. Attorney David W. Shapiro said: "People and
companies who steal intellectual property are #sgust
as bank robbers are thieves. In this case, thauitan
microprocessor is an extremely valuable produdttthzk
Intel and HP years to develop.



These cases should send the message throughaonSili
Valley and the Northern District that the U.S. Attey's
Office takes seriously the theft of intellectuabperty and
will prosecute these cases to the full extent efldw."

Yet, such cases are vastly more common than publicl
acknowledged.

"People have struck up online friendships with esgets
and then lured them into conspiracy to commit esqge.
People have put bounties on laptops of executResple
have disguised themselves as janitors to gain palysi
access," Richard Power, editorial director of tleen@uter
Security Institute told MSNBC.

Marshall Phelps, IBM Vice President for Commereiad
Industry Relations admitted to the Senate Judiciary
Committee as early as April 1992:

"Among the most blatant actions are outright tloéft
corporate proprietary assets. Such theft has cagdirom
many quarters: competitors, governments seeking to
bolster national industrial champions, even empsye
Unfortunately, IBM has been the victim of such dcts

Raytheon, a once thriving defense contractor, seléa
"SilentRunner”, a $25,000-65,000 software package
designed to counter the "insider threat". Its buweh
quoted by "Wired", says:



"We know that 84 percent of your network threats loa
expected to come from inside your organizatiomhis
least intrusive of all detection systems will gutrd
integrity of your network against abuses from
unauthorized employees, former employees, hackers o
terrorists and competitors."”

This reminds many of the FBI's Carnivore massive
network sniffer software. It also revives the oilchma
between privacy and security. An Omni Consulting
survey of 3200 companies worldwide pegged damage
caused by insecure networks at $12 billion.

There is no end to the twists and turns of espiertages
and to the creativity shown by the perpetrators.

On June 2001 an indictment was handed down against
Nicholas Daddona. He stands accused of a unique
variation on the old theme of industrial espiondgewas
employed by two firms - transferring trade secfeim

one (Fabricated Metal Products) to the other (Eyele

Jungsheng Wang was indicted last year for copyieg t
architecture of the Sequoia ultrasound machineldped
by Acuson Corporation. He sold it to Bell Imagiiag,
Californian company which, together with a Chinésma,
owns a mainland China corporation, also chargeden
case. The web of collaboration between foreign - or
foreign born - scientists with access to trade and
technology secrets, domestic corporations anddorei
firms, often a cover for government interestsclearly
exposed here.



Kenneth Cullen and Bruce Zak were indicted on April
2001 for trying to purchase a printed or text vamsof the
source code of a computer application for the Bsicg
of health care benefit claim forms developed byi&d.
The legal status of printed source code is unclea.
undoubtedly intellectual property - but of whiclm@® Is it
software or printed matter?

Peter Morch, a senior R&D team leader for CISCO was
accused on March 2001 for simply burning onto carhpa
discs all the intellectual property he could lay hands on
with the intent of using it in his new workplacegl@
Networks, a competitor of CISCO.

Perhaps the most bizarre case involves Faustodastrse
was employed by a catering company that served the
private lunches to Mastercard's board of directdes.
offered to sell Visa proprietary information that h
claimed to have stolen from Mastercard. In a |letigned
"Cagliostro”, Fausto demanded $1 million. He wasgté
red-handed in an FBI sting operation on Februafi20

Multinationals are rarely persecuted even when kntaw
have colluded with offenders. Steven Louis Davesagded
guilty on January 1998 to stealing trade secreds an
designs from Gillette and selling them to its cotiipes,
such as Bic Corporation, American Safety Razor, and
Warner Lambert. Yet, it seems that only he paidpttiee
for his misdeeds - 27 months in prison. Bic clatmbave
immediately informed Gillette of the thedhd to have
collaborated with Gillette’s Legal Department ahd t
FBI.



Nor are industrial espionage or the theft of itetilial
property limited to industry. Mayra Justine TrigiCohen
was sentenced on October 1998 to 48 months inrpftso
stealing proprietary software from Deloitte-Toucihwbere
she worked as a consultant, and passing it fawts.
Caroll Lee Campbell, the circulation manager of atie
Daily Post (GDP), offered to sell proprietary bess and
financial information of his employer to lawyers
representing a rival paper locked in bitter dispuitia
GDP.

Nor does industrial espionage necessarily involve
clandestine, cloak and dagger, operations. Thenete
and information technology are playing an incregsoie.

In a bizarre case, Caryn Camp developed in 1999 an
Internet-relationship with a self-proclaimed entesgeur,
Stephen Martin. She stole he employer's trade tseftne
Martin in the hope of attaining a senior positian i
Martin's outfit - or, at least, of being richly ravded.
Camp was exposed when she mis-addressed an e-mail
expressing her fears - to a co-worker.

Steven Hallstead and Brian Pringle simply advedtibeir
wares - designs of five advanced Intel chips -enWeb.
They were, of course, caught and sentenced to thare
5 years in prison. David Kern copied the contefhis o
laptop inadvertently left behind by a servicemara of
competing firm. Kern trapped himself. He was forted
plead the Fifth Amendment during his depositioa icivil
lawsuit he filed against his former employer. Thois,
course, provoked the curiosity of the FBI.



Stolen trade secrets can spell the difference hestwe
extinction and profitability. Jack Shearer admitted
building an $8 million business on trade secrdfengd
from Caterpillar and Solar Turbines.

United States Attorney Paul E. Coggins stated: sT#i
the first EEA case in which the defendants pledtygto
taking trade secret information and actually coting

the stolen information into manufactured produbts t
were placed in the stream of commerce. The sergence
handed down today (June 15, 2000) are among the
longest sentences ever imposed in an Economic
Espionage case."

Economic intelligence gathering - usually baseapan
sources - is both legitimate and indispensablenEve
reverse engineering - disassembling a competitor's
products to learn its secrets - is a grey lega.g@ying is
different. It involves the purchase or theft of prietary
information illicitly. It is mostly committed by fims. But
governments also share with domestic corporatiads a
multinationals the fruits of their intelligence netrks.

Former - and current - intelligence operators,(spooks),
political and military information brokers, and eged
shady intermediaries - all switched from dwindli@gld
War business to the lucrative market of "competitiv
intelligence.”

US News and World Report described on May 6, 1996,
how a certain Mr. Kota - an alleged purveyor ofreec
military technology to the KGB in the 1980's - cpimed
with a scientist, a decade later, to smuggle
biotechnologically modified hamster ovaries to mdi



This transition fosters international tensions eagrong
allies. "Countries don't have friends - they hauerests!"
- screamed a DOE poster in the mid-nineties. Fraase
vigorously protested US spying on French economét a
technological developments - until it was revedtetie
doing the same. French relentless and unscrupulous
pursuit of purloined intellectual property in th&H is
described in Peter Schweizer's "Friendly Spies: How
America's Allies Are Using Economic Espionage tedbt
Our Secrets."

"Le Mond" reported back in 1996 about intensified
American efforts to purchase from French bureasaat
legislators information regarding France's WTO,
telecommunications, and audio-visual policies. &&ve
CIA operators were expelled.

Similarly, according to Robert Dreyfuss in the Jamyu
1995 issue of "Mother Jones", Non Official Cove Q@)
CIA operators - usually posing as businessmen - are
stationed in Japan. These agents conduct econawhic a
technological espionage throughout Asia, includmg
South Korea and China.

Even the New York Times chimed in, accusing America
intelligence agents of assisting US trade negatdiy
eavesdropping on Japanese officials during the car
imports row in 1995. And President Clinton admitted
openly that intelligence gathered by the CIA regagdhe
illegal practices of French competitors allowed Aiten
aerospace firms to win multi-billion dollar conttadn
Brazil and Saudi Arabia.



The respected German weekly, Der Spiegel, castighte
USA, in 1990, for arm-twisting the Indonesian
government into splitting a $200 million satellgentract
between the Japanese NEC and US manufacturers. The
American, alleged the magazines, intercepted messag
pertaining to the deal, using the infrastructuréhef
National Security Agency (NSA). Brian Gladwell, a
former NATO computer expert, calls it "state-sparso
information piracy".

Robert Dreyfuss, writing in "Mother Jones", accutes
CIA of actively gathering industrial intelligencee(,
stealing trade secrets) and passing them on to ibaer
Big Three carmakers. He quoted Clinton adminisirati
officials as saying: "(the CIA) is a good source of
information about the current state of technologg i
foreign country ... We've always managed to get
intelligence to the business community. There rgact
between business people and the intelligence contynun
and information flows both ways, informally."

A February 1995 National Security Strategy statdmen
cited by MSNBC declared:

"Collection and analysis can help level the ecomomi
playing field by identifying threats to U.S. compas
from foreign intelligence services and unfair tragli
practices."

The Commerce Department's Advocacy Center solicits
commercial information thus:



"Contracts pursued by foreign firms that receive
assistance from their home governments to pressure
customer into a buying decision; unfair treatmegnt b
government decision-makers, preventing you from a
chance to compete; tenders tied up in bureauaedic
tape, resulting in lost opportunities and unfavattage
to a competitor. If these or any similar exporuessare
affecting your company, it's time to call the Adaoyg
Center."

And then, of course, there is Echelon.

Exposed two years ago by the European Parliament in
great fanfare, this telecommunications interception
network, run by the US, UK, New Zealand, Austradiad
Canada has become the focus of bitter mutual
recriminations and far flung conspiracy theories.

These have abated following the brutal terroritstckis of
September 11 when the need for Echelon-like systgm
even laxer legal control was made abundantly clear.
France, Russia, and 28 other nations operate inolige
mini-Echelons, their hypocritical protestationghe
contrary notwithstanding.

But, with well over $600 billion a year investedeaasily
pilfered R&D, the US is by far the prime target andin
victim of such activities rather than their chiefrpetrator.
The harsh - and much industry lobbied - "Economic
Espionage (and Protection of Proprietary Economic
Information) Act of 1996" defines the criminal ofiiger
thus:



"Whoever, intending or knowing that the offensel wil
benefit any foreign government, foreign instrumeétyta
or foreign agent, knowingly" and "whoever, withant to
convert a trade secret, that is related to or geduin a
product that is produced for or placed in inteestat
foreign commerce, to the economic benefit of anyone
other than the owner thereof, and intending or kngw
that the offense will , injure any owner of thatde
secret":

(1) steals, or without authorization appropriatakes,
carries away, or conceals, or by fraud, artifige, o
deception obtains a trade secret (2) without authbon
copies, duplicates, sketches, draws, photographs,
downloads, uploads, alters, destroys, photocopies,
replicates, transmits, delivers, sends, malils,
communicates, or conveys a trade secret (3) rexeive
buys, or possesses a trade secret, knowing thetsame
have been stolen or appropriated, obtained, orertes
without authorization (4) attempts to commit anfente
described in any of paragraphs (1) through (3]5pr
conspires with one or more other persons to coranyit
offense described in any of paragraphs (1) thrqdgh
and one or more of such persons do any act toteffec
object of conspiracy."

Other countries either have similar statutes (&x@nce) -
or are considering to introduce them. Taiwan's dveti
Security Council has been debating a local versfaan
economic espionage law lat month. There have been
dozens of prosecutions under the law hitherto. Gongs
- such as "Four Pillars" which stole trade sedireis
Avery Dennison - paid fines of millions of US dala



Employees - such as PPG's Patrick Worthing - aeid th
accomplices were jailed.

Foreign citizens - like the Taiwanese Kai-Lo Hsd an
Prof. Charles Ho from National Chiao Tung universit
were detained. Mark Halligan of Welsh and Katz in
Chicago lists on his Web site more than 30 impartan
economic espionage cases tried under the law kyiaktl
year.

The Economic Espionage law authorizes the FBI to ac
against foreign intelligence gathering agencid@pon
US soil with the aim of garnering proprietary econo
information. During the Congressional hearings that
preceded the law, the FBI estimated that no less2B
governments, including the Israeli, French, Japanes
German, British, Swiss, Swedish, and Russian, Wwesy
doing exactly that. Louis Freeh, the former directthe
FBI, put it succinctly: "Economic Espionage is the
greatest threat to our national security sinceblel
War."

The French Ministry of Foreign Affairs runs a pragr
which commutes military service to work at highrhte¢S
firms. Program-enrolled French computer engineenew
arrested attempting to steal proprietary sourcesdamm
their American employers.

In an interview he granted to the German ZDF Teiewi
quoted by "Daily Yomiuri" and Netsafe, the former
Director of the French foreign counterintelligersegvice,
the DGSE, freely confessed:



"....All secret services of the big democraciesartake
economic espionage ... Their role is to peer inddén
corners and in that context business plays an itapor
part ... In France the state is not just respoedinl the
laws, it is also an entrepreneur. There are stateed and
semi-public companies. And that is why it is cotribat
for decades the French state regulated the maiitetts
right hand in some ways and used its intelligersreise
with its left hand to furnish its commercial compem... It
is among the tasks of the secret services to stleddn
and analyze the white, grey and black aspectseof th
granting of such major contracts, particularlyan-6ff
countries."

The FBI investigated 400 economic espionage cases |
1995 - and 800 in 1996. It interfaces with American
corporations and obtains investigative leads froemt
through its 26 years old Development of Espionage,
Counterintelligence, and Counter terrorism Awarsnes
(DECA) Program renamed ANSIR (Awareness of
National Security Issues and Response). Every eBal
office has a White Collar Crime squad in charge of
thwarting industrial espionage. The State Departmears
a similar outfit called the Overseas Security Adws
Council (OSAC).

These are massive operations. In 1993-4 alond;Bhe
briefed well over a quarter of a million corporafécers
in more than 20,000 firms. By 1995, OSAC collabedat
on overseas security problems with over 1400 pivat
enterprises. "Country Councils", comprised of ersipas
official and private American business, operatdoaens
of foreign cities. They facilitate the exchangeiofely
"unclassified" and threat-related security inforioiat



More than 1600 US companies and organization are
currently permanently affiliated wit OSAC. Its Adary
Council is made up of twenty-one private sector faou
public sector member organizations that, accortbng
OSAC, "represent specific industries or agencias th
operate abroad. Private sector members serve fotaw
three years. More than fifty U.S. companies and
organizations have already served on the Council.
Member organizations designate representative®tk w
on the Council.

These representatives provide the direction andiagaie
to develop programs that most benefit the U.S gbeiv
sector overseas. Representatives meet quarterlgtafid
committees tasked with specific projects. Current
committees include Transnational Crime, Country
Council Support, Protection of Information and
Technology, and Security Awareness and Education.”

But the FBI is only one of many agencies that catd

the problem in the USA. The President's Annual Riejoo
Congress on "Foreign Economic Collection and Indkist
Espionage” dated July 1995, describes the multiple
competitive intelligence (ClI) roles of the Customs
Service, the Department of Defense, the Departiofent
Energy, and the CIA.

The federal government alerts its contractors tth€dats
and subjects them to "awareness programs" under the
DOD's Defense Information Counter Espionage (DICE)
program. The Defense Investigative Service (DIS)
maintains a host of useful databases such as tieggho
Ownership, Control, or Influence (FOCI) register.



It is active otherwise as well, conducting persaeaurity
interviews by industrial security representatived a
keeping tabs on the foreign contacts of securggred
facilities. And the list goes on.

According to the aforementioned report to Congress:

"The industries that have been the targets in wessts of
economic espionage and other collection activitiekide
biotechnology; aerospace; telecommunications, dicty
the technology to build the "information superhigty
computer software/ hardware; advanced transpontatio
and engine technology; advanced materials andngsti
including ' stealth” technologies; energy reseagetiense
and armaments technology; manufacturing processeis;
semiconductors. Proprietary business informatiat-
bid, contract, customer, and strategy in theseose®
aggressively targeted. Foreign collectors have stieovn
great interest in government and corporate findmacid
trade data."

The collection methods range from the traditionaent
recruitment and break ins - to the technologically
fantastic. Mergers, acquisitions, joint venturesearch
and development partnerships, licensing and fraechi
agreements, friendship societies, internationaharge
programs, import-export companies - often covefoup
old fashioned reconnaissance. Foreign governments
disseminate disinformation to scare off competitars
lure then into well-set traps.



Foreign students, foreign employees, foreign touris
guides, tourists, immigrants, translators, affable
employees of NGO's, eager consultants, lobbyipts, s
doctors, and mock journalists are all part of nadlo
concerted efforts to prevail in the global commairci
jungle. Recruitment of traitors and patriots iggjpeak in
international trade fairs, air shows, sabbaticatgntific
congresses, and conferences.

On May 2001, Takashi Okamoto and Hiroaki Serizwa
were indicted of stealing DNA and cell line reageinbm
Lerner Research Institute and the Cleveland Clinic
Foundation. This was done on behalf of the Insitft
Physical and Chemical Research (RIKEN) in Japan - a
outfit 94 funded by the Japanese government. The
indictment called RIKEN "an instrumentality of the
government of Japan".

The Chinese Ministry of Posts and Telecommunication
was involved on May 2001 in an egregious caseeft tif
intellectual property. Two development scientidts o
Chinese origin transferred the PathStar Accesseferv
technology to a Chinese corporation owned by the
ministry. The joint venture it formed with the

thieves promptly came out with its own product fadoly
based on the stolen secrets.

The following ad appeared in the Asian Wall Street
Journal in 1991 - followed by a contact phone nunite
western Europe:



"Do you have advanced/privileged information of any
type of project/contract that is going to be catmit in
your country? We hold commission/agency agreements
with many large European companies and could intved
them to your project/contract. Any commission reedi
would be shared with yourselves."

Ben Venzke, publisher of Intelligence Watch Report,
describes how Mitsubishi filed c. 1500 FOIA (Freedof
Information Act) requests in 1987 alone, in an effo
enter the space industry. The US Patent officeasheer
great source of freely available proprietary infatian.

Industrial espionage is not new. In his book, "\War
Other Means : Economic Espionage in America", The
Wall Street Journal's John Fialka, vividly descsilbew
Frances Cabot Lowell absconded from Britain with th
plans for the cutting edge Cartwright loom in 1813.

Still, the phenomenon has lately become more eguegi
and more controversial. As Cold War structure®naifr
NATO to the KGB and the CIA - seek to redefine
themselves and to assume new roles and new fusgction
economic espionage offers a tempting solution.

Moreover, decades of increasing state involvement i
modern economies have blurred the traditional
demarcation between the private and the publiosect
Many firms are either state-owned (in Europe) atest
financed (in Asia) or sustained by state largesske a
patronage (the USA). Many businessmen double as
politicians and numerous politicians serve on coafe
boards.



Eisenhower's "military-industrial complex" thougbtmas
sinister as once imagined is, all the same, atyedlne
deployment of state intelligence assets and ressucc
help the private sector gain a competitive edgeasely
its manifestation.

As foreign corporate ownership becomes widespraad,
multinationals expand, as nation-states dissolie in
regions and coalesce into supranational statescléssic,
exclusionary, and dichotomous view of the world&€"w
versus "they") will fade. But the notion of "progtary
information” is here to stay. And theft will nevezase as
long as there is profit to be had.



Russia's Idled Spies
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Russian Roulette - The Security Apparatus

Sweden expelled yesterday two Russian diplomats for
spying on radar and missile guidance technologiethe
JAS 39 British-Swedish Gripen fighter jet develojgd
Telefon AB LM Ericsson, the telecommunications
multinational. The Russians threatened to recifieoca
Five current and former employees of the corpayaiat
are being investigated. Ironically, the first fapeibuyer
of the aircraft may well be Poland, a former Soviet
satellite state and a current European Union caielid

Sweden arrested in February last year a workedreof t
Swiss-Swedish engineering group, ABB, on suspiocion
spying for Russia. The man was released after ays d
for lack of evidence and reinstated. But the weight
Swedish daily, Dagens Nyheter, speculated thatetbent
Russian indiscretion was in deliberate retaliafmm
Swedish espionage in Russia. Sweden is rumoreavi® h
been in the market for Russian air radar desigdsiae
JAS radar system is said by some observers to nilgan
resemble its eastern counterparts.



The same day, a Russian military intelligence (GRU)
colonel, Aleksander Sipachev, was sentenced in Mosc
to eight years in prison and stripped of his rank.
According to Russian news agencies, he was convaite
attempting to sell secret documents to the CIA.sRus
secret service personnel, idled by the witherinRagsia's
global presence, resort to private business oreare
deployed by the state to spy on industrial and ecoa
secrets in order to aid budding Russian multinatign

According to the FBI and the National White-col@time
Center, Russian former secret agents have teanted wi
computer hackers to break into corporate netwarlsteal
vital information about product development and
marketing strategies. Microsoft has recently adrdito
such a compromising intrusion.

In a December 1999 interview to Segodnya, a Russia
paper, Eyer Winkler, a former high-ranking staffeth
the National Security Agency (NSA) confirmed that
"corruption in the Russian Government, the Foreign
Intelligence Service, and the Main Intelligence
Department allows Russian organized criminal grdaps
use these departments in their own interests. Galsi
receive the major part of information collectedtbg
Russian special services by means of breaking into
American computer networks."

When the KGB was dismantled and replaced by adfost
new acronyms, Russian industrial espionage wdsrstil
diapers. as a result, it is a bureaucratic no-mants

roamed by agents of the GRU, the Foreign Intelligen
Service (SVR), and smaller outfits, such as thesFadd
Agency on Government Communications and Information
(FAPSI).



According to Stratfor, the strategic forecasting
consultancy, "the SVR and GRU both handle manned
intelligence on U.S. territory, with the Russiardérl
Security Service (FSB) doing counterintelligence in
America. Also, both the SVR and GRU have internal
counterintelligence units created for finding fgrei
intelligence moles." This, to some extent, is thestbn

of labor in Europe as well.

Germany's Federal Prosecutor has consistently warne
against $5 billion worth of secrets pilfered antyufiom
German industrial firms by foreign intelligence\sees,
especially from east Europe and Russia. The
Counterintelligence News and Developments newslette
pegs the damage at $13 billion in 1996 alone:

"Modus operandi included placing agents in inteomat
organizations, setting up joint-ventures with Gemma
companies, and setting up bogus companies. The&ed
Prosecutor's) report also warned business |leaoléxes t
particularly wary of former diplomats or people winsed
to work for foreign secret services because thegndfiad
the language skills and knowledge of Germany thedem
them excellent agents."

Russian spy rings now operate from Canada to Japan.
Many of the spies have been dormant for decades and
recalled to service following the implosion of tHESR.
According to Asian media, Russians have become
increasingly active in the Far East, mainly in Jgfouth
Korea, Taiwan, and mainland China.



Russia is worried about losing its edge in avignics
electronics, information technology and some enmgrgi
defense industries such as laser shields, posigoni
unmanned vehicles, wearable computing, and real tim
triple C (communication, command and control)
computerized battlefield management. The main targe
are, surprisingly, Israel and France. Accordingexdia
reports, the substantive clients of Russia's defens
industry - such as India - insist on hollowing 8utssian
craft and installing Israeli and west Europeaneyst
instead.

Russia's paranoid state of mind extends to itsiorte
Uralinformbureau reported earlier this year that th
Yamal-Nenets autonomous okrug (district) restricted
access to foreigners citing concerns about indastri
espionage and potential sabotage of oil and gas
companies. The Kremlin maintains an ever-expanlisbg
of regions and territories with limited - or outnig
forbidden - access to foreigners.

The FSB, the KGB's main successor, is busy argestin
spies all over the vast country. To select a randeemts
of the dozens reported every year - and many drethe
Russian daily Kommersant recounted in February how
when the Trunov works at the Novolipetsk metallcad)i
combine concluded an agreement with a Chinese
company to supply it with slabs, its chief negattavas
nabbed as a spy working for "circles in China". His
crime? He was in possession of certain documenishwh
contained "intellectual property" of the crumbliagd
antiquated mill pertaining to a slab quality enhement
process.



Foreigners are also being arrested, though rataly.
American businessman, Edmund Pope, was detained in
April 2000 for attempting to purchase the bluegiot an
advanced torpedo from a Russian scientist. There ha
been a few other isolated apprehensions, mainly for
"proper”, military, espionage. But Russians bearkiunt

of the campaign against foreign economic intellggen
gathering.

Strana.ru reported last December that, speakiren
occasion of Security Services Day, Putin - himadfiGB
alumnus - warned veterans that the most crucikl tas
facing the services today is "protecting the cogstr
economy against industrial espionage.”

This is nothing new. According to History of Espage
Web site, long before they established diplomatic
relations with the USA in 1933, the Soviets had amgt
Trading Company. Ostensibly its purpose was to
encourage joint ventures between Russian and Aareric
firms. Really it was a hub of industrial undercover
activities. Dozens of Soviet intelligence officers
supervised, at its peak during the Depression, 800
American communists. The Soviet Union's European
operations in Berlin (Handelsvertretung) and in dom
(Arcos, Ltd.) were even more successful.



The Business of Torture

By: Dr. Sam Vaknin

Also published bynited Press International (UPI)

Also Read

The Argument for Torture

The European Court of Human Rights agreed yesterday
more than two years after the applications have fitssl

- to hear six cases filed by Chechens against RUEBe
claimants accuse the Russian military of torturg an
indiscriminate killings. The Court has ruled in st
against the Russian Federation and awarded assorted
plaintiffs thousands of euros per case in compéensat

As awareness of human rights increased, as their
definition expanded and as new, often authoritarian
polities, resorted to torture and repression - hunghts
advocates and non-governmental organizations
proliferated. It has become a business in its agimt:r
lawyers, consultants, psychologists, therapistg, la
enforcement agencies, scholars and pundits tifgless
peddle books, seminars, conferences, therapy ssssio
victims, court appearances and other services.

Human rights activists target mainly countries and
multinationals.



In June 2001, the International Labor Rights Fuledi fa
lawsuit on behalf of 11 villagers against the Aroani oil
behemoth, ExxonMobile, for "abetting" abuses in Wce
Indonesia. They alleged that the company provitied t
army with equipment for digging mass graves angdu|
in the construction of interrogation and torturatees.

This past November, the law firm of Cohen, Milstein
Hausfeld & Toll joined other American and Southigén
law firms in filing a complaint that "seeks to hold
businesses responsible for aiding and abetting the
apartheid regime in South Africa ... forced labor,
genocide, extrajudicial killing, torture, sexuaaslt, and
unlawful detention.”

Among the accused: "IBM and ICL which provided the
computers that enabled South Africa to ... corttrel
black South African population. Car manufacturers
provided the armored vehicles that were used tlpidie
townships. Arms manufacturers violated the embargoe
on sales to South Africa, as did the oil companiés
banks provided the funding that enabled South Aftic
expand its police and security apparatus.”

Charges were leveled against Unocal in Myanmar and
dozens of other multinationals. Berger & Montagilesdf
last September, a class action complaint againgalRo
Dutch Petroleum and Shell Transport. The oil gianés
charged with "purchasing ammunition and using ...
helicopters and boats and providing logistical supfor
'‘Operation Restore Order in Ogoniland™ which was
designed, according to the law firm, to "terrorilae
civilian population into ending peaceful protesgaiast
Shell's environmentally unsound oil exploration and
extraction activities".



The defendants in all these court cases strongly dry
wrongdoing.

But this is merely one facet of the torture bussnes

Torture implements are produced - mostly in the Wes
and sold openly, frequently to nasty regimes inettgying
countries and even through the Internet. Hi-techogs
abound: sophisticated electroconvulsive stun goaisiful
restraints, truth serums, chemicals such as pajgser
Export licensing is universally minimal and nonrugive
and completely ignores the technical specificatointhe
goods (for instance, whether they could be letbral,
merely inflict pain).

Amnesty International and the UK-based Omega
Foundation, found more than 150 manufacturersuof st
guns in the USA alone. They face tough competifiom
Germany (30 companies), Taiwan (19), France (14),
South Korea (13), China (12), South Africa (nifsjael
(eight), Mexico (six), Poland (four), Russia (fouByazil
(three), Spain (three) and the Czech Republic (two)

Many torture implements pass through "off-shorgisy
networks in Austria, Canada, Indonesia, Kuwait, dreim,
Lithuania, Macedonia, Albania, Russia, Israel, the
Philippines, Romania and Turkey. This helps Eurapea
Union based companies circumvent legal bans at home
The US government has traditionally turned a bégd to
the international trading of such gadgets.



American high-voltage electro-shock stun shieldsed
up in Turkey, stun guns in Indonesia, and elecirack
batons and shields, and dart-firing taser guneriuite-
prone Saudi ArabigAmerican firms are the dominant
manufacturers of stun belts. Explains Dennis Kaufma
President of Stun Tech Inc, a US manufacturerisf th
innovation: "Electricity speaks every languagewnao
man. No translation necessary. Everybody is afraid
electricity, and rightfully so." (Quoted by Amites
International).

The Omega Foundation and Amnesty claim that 49 US
companies are also major suppliers of mechanical
restraints, including leg-irons and thumbcuffs. Bugy

are not alone. Other suppliers are found in Gernfa)y
France (5), China (3), Taiwan (3), South Africa, @pain
(2), the UK (2) and South Korea (1).

Not surprisingly, the Commerce Department doesepk
tab on this category of exports.

Nor is the money sloshing around negligible. Resord
kept under the export control commodity number A985
show that Saudi Arabia alone spent in the UnitedeSt
more than $1 million a year between 1997-2000 ryerel
on stun guns. Venezuela's bill for shock batonssarth
reached $3.7 million in the same period. Othemttie
included Hong Kong, Taiwan, Mexico and - surpri$§yng
Bulgaria. Egypt's notoriously brutal services ealty
well-equipped - spent a mere $40,000.

The United States is not the only culprit. The a@n

Commission, according to an Amnesty International
report titled "Stopping the Torture Trade" and psitd
in 2001:



"Gave a quality award to a Taiwanese electro-shock
baton, but when challenged could not cite evidersct®
independent safety tests for such a baton or whethe
member states of the European Union (EU) had been
consulted. Most EU states have banned the usechbf su
weapons at home, but French and German compasmies ar
still allowed to supply them to other countries.”

Torture expertise is widely proffered by formerdiets,
agents of the security services made redundairgdet
policemen and even rogue medical doctors. Chinaells
South Africa, France, Russia, the United kingdorah tre
United States are founts of such useful knowledgkits
propagators.

(* +(C ( X

Where there is demand there is supply. Ratherigraore
the discomfiting subject, governments would do wiell
legalize and supervise it. Alan Dershowitz, a prent
American criminal defense attorney, proposed, io@n
ed article in the Los Angeles Times, published Nwober
8, 2001, to legalize torture in extreme cases aritve
judges issue "torture warrants". This may be aceddi
departure from the human rights tradition of thelizied
world. But dispensing export carefully reviewecehses
for dual-use implements is a different matter adtbgr -
and long overdue.
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After the Rain

How the West
Lost the East

The Book

This is a series of articles written and publishei!996-2000 in Macedonia, in Russia,
in Egypt and in the Czech Republic.

How the West lost the East. The economics, theigslithe geopolitics, the
conspiracies, the corruption, the old and the riea/plough and the internet — it is all
here, in colourful and provocative prose.

From "The Mind of Darkness":

"The Balkans' — | say — 'is the unconscious ofwtbdd'. People stop to digest this
metaphor and then they nod enthusiastically. lieie that the repressed memories of
history, its traumas and fears and images redidehkre that the psychodynamics of
humanity — the tectonic clash between Rome andByra, West and East, Judeo-
Christianity and Islam — is still easily discer@ibWe are seated at a New Year's dining
table, loaded with a roasted pig and exotic saladise Jew, only half foreign to this
cradle of Slavonics. Four Serbs, five Macedoni#tris.in the Balkans that all ethnic
distinctions fail and it is here that they preailchronistically and atavistically.
Contradiction and change the only two fixtureshié tormented region. The women of
the Balkan - buried under provocative mask-like enag, retro hairstyles and too
narrow dresses. The men, clad in sepia colourdashioned suits and turn of the

century moustaches. In the background there isrhieg game that is Balkanian
music: liturgy and folk and elegy combined. The Bsrare heavy with muskular
perfumes. It is like time travel. It is like revisig one's childhood."
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